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Abstract 1In certain designs and applications of practical lattice-based cryptography, the use
of a specialized variant of LWE problems, where the public matrix is sampled from a non-
uniform distribution, is required to establish the security of the corresponding cryptographic
schemes. Recently, the formal definition of LWE problems with semi-uniform seeds was
introduced by the community, in which the hardness of Euclidean, ideal, and module lattice-
based LWE problems with semi-uniform seeds was proved through reduction approach similar
to those employed in the hardness proofs of entropic LWE problems. However, known reduction
introduces significant losses in the Gaussian error parameters and lattice dimensions. Moreover,
additional non-standard assumptions are required to demonstrate the hardness of LWE problems
with semi-uniform seeds over rings. In this paper, a tighter reduction is proposed for LWE
problems with semi-uniform seeds by incorporating modified techniques from the hardness
proofs of Hint-LWE problems. The proposed reduction is unaffected by the algebraic structure
of the underlying problems and can be uniformly applied to Euclidean, ideal, and module
lattice-based LWE problems with semi-uniform seeds. The hardness of these LWE problems
can be established based on standard LWE assumptions without the need for any additional non-
standard assumption. Furthermore, the dimension of corresponding LWE problems remains
unchanged, and the reduction introduces only minimal losses in Gaussian error parameters.
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The learning with errors (LWE) problem over Euclidean lattices''! and its algebraic
variants—the ring/module LWE problems™ *—represent the most widely used class of
average-case computationally hard problems in lattice-based cryptography. Nearly all known
cryptographic primitives can be constructed based on the Euclidean/ring/module LWE problems,
or their appropriately defined variants. Studies on practical variants of the LWE problems can
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be broadly categorized into three classes (a more detailed discussion can be found in Ref. [4]).
The first class investigates the hardness of the LWE problems when the secret or the error
follows more general distributions (e.g., the binary distribution on {0, 1}, uniform distribution
over small intervals [—c, o], or the entropic LWE problems)®'. The second class studies the
hardness of the LWE problems when partial information about the secret or error is leaked,
leading to the so-called Hint-LWE problems™ !5, The third class examines the hardness of
the LWE problem instances where the public matrix is drawn from a non-uniform distribution,

referred to as the non-uniform LWE problems!* 1618,

Recently, Jia et al.™ 718 systematically investigated the hardness of a specific type of non-

uniform LWE problem, namely the semi-uniform LWE (SU-LWE) problem. They provided
a formal definition of the SU-LWE problem and established hardness results for the SU-
LWE counterparts over Euclidean, ideal, or module lattices by employing a reduction strategy
analogous to that used in proving the hardness of the entropic LWE problem. Taking Euclidean
lattices as an example, a distribution D over Z;”Xd is called an n-semi-uniform distribution
if there is a family of efficiently sampleable distributions {ch}UGZ;nXd in Z™*?, such that

the output distribution of the sampling process {U + Ey : U < U(Z7**%), Ey + ¢v} is
statistically indistinguishable from D, and with probability close to 1, the spectral norm of Eys
does not exceed 7. In this paper, the discrete Gaussian distribution is generally denoted by D.
When no confusion arises, in order to emphasize the public matrix in the SU-LWE problem, we
use D to represent the distribution that the public matrix A follows in the corresponding LWE
problem. Correspondingly, the decision version of the non-uniform LWE problem, denoted as
DLWE%JWM<1 (x2; D), can be defined as the task of distinguishing between the following two
distributions:

(1) {(A,A-s+emodqgZ): A+ D,s+ x2,e > X1}

2 {(Au): A< D,u+ U(Z;)}.

It is noteworthy that for any U € Z;”Xd, if a specific constant function Ey =

L% {g UH — U 1is chosen for ¢y, the corresponding SU-LWE problem reduces to

distinguishing the following distributions:

o (g o5 o) o vemae) e

e < X1,

o {(5 Ly ) )

It is worth noting that from A, \‘Q . {B
p

q
specific type of SU-LWE problem discussed here, the IND-CPA (indistinguishability under

chosen-plaintext attack) security of the underlying public-key encryption scheme used by

Kyber, a candidate algorithm from the first round of the NIST (National Institute of Standards
[19,20]

AH can be easily computed. Through a

and Technology) post-quantum competition, can be proven In other words, it can be
demonstrated that efficient public-key encryption schemes designed using the LP (Lindner-
Peikert) framework!?" with a compressed public key also satisfy IND-CPA security. Previously,
due to the lack of a strict reduction from the corresponding non-uniform LWE problem to the
standard LWE problem, the Kyber design team removed the public key compression technique
from the scheme starting from the second round of the NIST competition'*>*| which resulted
in increased communication bandwidth for the corresponding scheme. In practical applications,
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this specific type of SU-LWE problem can be combined with techniques like key consensus to
design highly efficient lattice-based cryptographic schemes >,

The existing reduction results for the hardness of the SU-LWE problems apply to general
secret distributions (i.e., the reduction only requires that the distribution of the secret s has
sufficient entropy under certain conditions, and the specific form of the distribution that secret s
follows can be arbitrary). Because it adopts a reduction approach similar to that used for proving
the hardness of the entropic LWE problems, the known reductions for the SU-LWE problems
incur significant losses in terms of dimension and Gaussian parameter™ 781 Specifically,
proving the hardness of a d-dimensional SU-LWE problem relies on the hardness of a standard
LWE problem of dimension d(d= O(d~ -log q)). Furthermore, for a general n-semi-uniform
distribution D, the loss in the Gaussian error parameter during the reduction is dependent on
the number of samples (particularly, when the number of samples is poly(A), the expansion
factor for the error parameter is relatively large). Additionally, when proving the hardness of
the SU-LWE problem or the search variant of the SU-LWE problem over rings, it is necessary
to introduce an extra, relatively non-standard hardness assumption, namely a certain decisional
version of the NTRU problem.

In practice, the LWE problem with secret/error distributions following a discrete Gaussian
distribution is commonly employed for the design of cryptographic protocols or the discussion
of hardness reductions. A question is whether a tighter reduction for the non-uniform LWE
problem can be provided specifically for the case of discrete Gaussian distributions. This is the
primary starting point and research motivation of this paper.

In this paper, we generalize the techniques used in the study of Hint-LWE problem hardness
and apply them to the investigation of SU-LWE problem hardness, presenting a tighter reduction
method for the hardness of the SU-LWE problems. The reduction method employed in this
paper is largely independent of algebraic structure limitations and can be uniformly applied to
SU-LWE problems defined over Euclidean, ideal, or module lattices. Specifically, our reduction
approach offers the following advantages.

(1) The reduction result is dimension-preserving, i.e., the hardness of a d-dimensional SU-
LWE problem can be based solely on the hardness of a d-dimensional standard LWE
problem.

(2) The loss in the Gaussian parameter during the reduction is small, and the Gaussian
parameter in the reduction for a general n-semi-uniform distribution D is independent of
the number of samples, that is, the hardness of a d-dimensional SU-LWE problem with
Gaussian parameter o can be guaranteed by the hardness of a d-dimensional standard
LWE problem with Gaussian parameter O (7 - o).

In this paper, we will introduce a brief overview of the research status concerning non-
uniform LWE problems in Section 1. We present the necessary background knowledge, including
(ideal/module) lattices, Gaussian distributions, definitions used in the (semi-uniform) LWE
problem, and some useful lemmas in Section 2. We introduce the main reduction of this paper
and provide a brief comparison of our reduction results with known results in Section 3 and
conclude in Section 4.

1 Related Work on Non-uniform LWE Problems

In the initial LWE problem, the public matrix is typically sampled from a random uniform
distribution, i.e., A < U(Z?Xd). In the study of some known variants of the LWE problem,
it is often necessary to replace A with a so-called “Lossy” form (i.e., A = B - C + E, using
LWE samples with multiple secrets) for analysis'®®!. Generally, the distribution corresponding
to A = B - C + FE is not statistically indistinguishable from the uniform distribution. However,
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under the computational assumption that the corresponding LWE problem is hard, it can be
proven that this specific “non-uniform” LWE problem is also hard. In this paper, a non-uniform
LWE problem refers to an LWE instance where the distribution D from which the public matrix
A is sampled is not statistically or computationally indistinguishable from U(Z;”Xd).

To the best of our knowledge, excluding LWE problems where A is a specific circulant
matrix®” (in such cases, the coefficients of A are chosen uniformly over certain rings), Boneh
et al."® were the first to discuss the hardness of non-uniform LWE problems. They proved
that when the distribution D of the public matrix A is: (1) a discrete Gaussian distribution
over Z% with appropriate parameters; (2) the uniform distribution over {0, 1}* for sufficiently
large k; (3) the uniform distribution over certain sufficiently large linear subspaces of Z%, the
hardness of the corresponding non-uniform LWE problem can be guaranteed by the hardness of
the standard LWE problem. Furthermore, the “continuous LWE problem” proposed by Bruna et
al.®"" involves a public matrix A sampled from an appropriate continuous Gaussian distribution.
Gupte et al.®? also proved that, under appropriate parameter conditions, the hardness of such
problems can be reduced to that of the standard LWE problem.

However, the aforementioned types of non-uniform LWE problems are not suitable for
certain lattice-based cryptographic applications (e.g., encryption/key encapsulation mechanism
(KEM) schemes designed using public key compression techniques™2"). Recently, Jia
et al™ "8 formally defined the SU-LWE problem. Employing a reduction strategy akin
to that used for proving the hardness of the entropic LWE problem and utilizing tools such
as Renyi divergence and regularity lemmas for lattices (e.g., the leftover hash lemma), they
demonstrated the hardness of appropriately parameterized SU-LWE problems in Euclidean,
ideal, or module lattices.

2 Basic Knowledge

In this section, we will introduce the notation and present the concepts, definitions, and
some lemmas that will be frequently used in the subsequent discussion.

The symbols Z, Q, R denote the sets of integers, rational numbers, and real numbers,
respectively. For a given positive integer ¢ € Z, define Z, := Z/q - Z, and use the symbol
[g] denotes the set {1,2,...,q}. Unless otherwise specified, the representatives of cosets in

Zq are taken from the set [—g, g
italic uppercase letters (e.g., A) denote matrices or sets. Unless specified, vectors are treated
as column vectors by default; the symbol AT denotes the transpose of matrix A (vectors are
considered as special matrices); the symbol I; denotes the d X d identity matrix. For a vector
x = (z1,...,24)" € RY we define |z|| := 2F 27, |z] = 20, =], |z =
max;c(q |2;|. For a matrix A € R**?, the symbol s (A), where k € [d], denotes the
d distinct singular values of matrix A. We assume singular values are ordered such that
s5q(A) < ... < s2(A) < 51(A), where s1(A) is the spectral norm of A. For a finite set S,
U(.S) denotes the uniform distribution over S. For a probability distribution D, the notation
x < D indicates that the random variable x is sampled from D. The statistical distance
A(D1, D2) between two discrete probability distributions D1 and D2 over a set S is defined
as A(Dy, Do) := % . Z | Pr [z =a]— Pr [y=al]|l. The symbol X denotes the security

z<>D1 y<«Do
a€S

parameter. A function f()\) is said to be negligible if for every constant ¢ > 0, there exists Ao

) N Z. Bold lowercase letters (e.g., ) denote vectors, and

1
such that for all A > Ao, f(A) < 3o holds. When the specific form of the function does not

affect our discussion, we generally use the symbol negl(\) to represent (one or several different)
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negligible functions. If A(D;y,D2) < negl()), and then the distributions D; and D, are said
to be statistically close/indistinguishable.

2.1 Lattices and discrete Gaussian distributions

In this paper, we discuss only full-rank integer lattices. More precisely, a d-dimensional
Euclidean lattice A := £(B) discussed herein can be written in the form Z - by + ...+ Z - bg,
where B := (bi1]...|bs) € Z**? and d is an arbitrary positive integer. The dual lattice
A* of Ais defined as A* := {x € R? : <x,y> € Z,Vy € A}. We are also concerned
with special ideal/module lattices. To simplify the discussion, we fix a positive integer n =
2" and consider the specific cyclotomic field K := Q[z]/(z" + 1) and its ring of integers
R := Z[z]/(z™ + 1) (it is worth noting that, using an analysis similar to that in this paper,
our conclusions can be generalized to general algebraic number fields). For a polynomial
a=ao+ar-x+...+an_1-z" tinR, we use the coefficient embedding ocoer to embed it into
Z", ie., 0coet(a) := (ao, ..., an_l)T. Note that the multiplication of two elements in R can
be represented as matrix-vector multiplication. For givena = ao +a1 -+ ...+ an_1 -z *
and b = bo + by -+ ... +by_1 - 2" ', a simple calculation shows that ocoer(a - b) =
Meoes (@) - Ocoet (b) = Meoet(b) * Tcoet (@), Where

aop —Qn—1 —Qn—2 e —al

al ao —Qn—1 . —a2

— a a a e —as

Meoe(a) := 2 1 0 3
An—1 an—2 an—3 ce ao

It is easy to see that for any ideal J of R, 0coer(J) forms a full-rank lattice.
For any given positive real s € R and vector ¢ € R?, the d-dimensional Gaussian function

Jle—c|?

with parameter s and center ¢ is defined as ps.c(x) := e * 2 . Correspondingly, the

probability density function of the d-dimensional continuous Gaussian distribution D . is

- ps,e(x), & € R, This Gaussian distribution can be restricted to any lattice (or discrete set)
s

A. The corresponding discrete Gaussian distribution D 4 . has the probability mass function
ps,c(T)

ps,e(4)
subscript is omitted from the notation, e.g., ps(x), p(x). Given any non-singular matrix

, & € A, where ps c(A) := 3 .4 ps,c(x). When ¢ = 0 or s = 1, the corresponding

B € R¥*?, the matrix ¥ := B - BT is a real symmetric positive definite matrix (denoted as
T

¥ > 0). Define pg(x) :=p(B™ - x) = ™® =7"% Note that the value of pp(x) depends
only on ¥ and x, so we denote p s (x) := pp(x). To simplify the discussion, V'Y here is

chosen as the Cholesky decomposition of 3 (i.e., satisfying ¥ = /% - \/ET, where v/ is a
lower triangular matrix). In fact, taking v/3 to be any matrix B satisfying © = B - BT does
not affect the subsequent discussion. For two real symmetric positive definite matrices A and
B, if A — B is also real symmetric positive definite, we write A > B.

When discussing within R, we use the notation f <= D s to indicate that the coefficients
of the polynomial f are independently sampled from the 1-dimensional discrete Gaussian
distribution Dy, , with parameter s. Since (Dz ) = Dya s, f <= Dr,s is equivalent to
the vector of coefficients of f following the distribution Dzn o, i.e., Ocoet(f) = Dzn s.
In particular, we have Dga ; = Dzn.a s. Suppose € > 0 is a positive real number. For
any d-dimensional lattice A, the smoothing parameter 7n.(A) (related to €) is defined as
mingso {s : p1,s(A"\{0}) < e}. Similarly, for any real symmetric positive definite matrix
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¥ > 0,if ng(\/f71 - A) < 1 holds, we write VE > . (A). By definition, the condition

775(\/571 - A) < 1 is equivalent to p(\/iT - AN\{0}) = p -1 (A"\{0}) < 0. In the

subsequent discussion, we will need the following lemmas!!- - 10337351,

Lemma 1. The following facts hold.

(1) Assume X is a real symmetric positive definite matrix, A is a lattice, and € € (O, l). If

2
51(2) < 7e(A) 73, then v/X > 5. (A) holds.

(2) For the d-dimensional lattice Z%, there exists a negligible € = e(\) such that 7. (Z%) <
w(v/Iogd).

(3) Given abasis B for a d-dimensional lattice A = £(B) and areal number r = w(+/log d),
for any vector ¢ € R and any real symmetric positive definite matrix X satisfying
¥ > 72 . B - B7, there exists a polynomial-time sampling algorithm (using B) that
samples from a distribution statistically close to D s .

Note that under the ocoer embedding, R corresponds to Z™. According to Lemma 1,
for any vector ¢ € R™? and any real symmetric positive definite matrix ¥ satisfying & >
w(y/logn - d), we can efficiently sample from a distribution statistically indistinguishable from

Dra ys,e-
1 . .. . .
Lemma 2. Assume € € (07 5), 331, Y9 are real symmetric positive definite matrices,
b3 .= P eyst and vEs > 1 (Zd). Then, for any vector ¢ € R, the statistical distance
between the distribution {@1 + @2 : @1 <= Dya 57, @2 <= Dga s o} and Dya ssirsss e
is at most 2 - €.

Using Lemma 2, we can decompose a discrete Gaussian distribution into the sum of two
discrete Gaussian distributions with appropriate parameters.

2.2 LWE problems

The LWE problem was first introduced by Regev!!! and is currently the most widely used
average-case hard lattice problem in lattice-based cryptography design.

In this paper, we use the symbol R to denote the ring Z or R (the ring of integers in
a cyclotomic field) and define 9, := % /q - R. Under the coefficient embedding ocoer, the
addition and multiplication of elements in R can be represented using vector addition in Z" and
matrix-vector multiplication, respectively. Note that ocoef can be trivially extended to vectors
or matrices whose elements belong to R. For convenience of discussion, the action of gcoer ON
Z is defined as the identity map. Thus, ocoer can be viewed as a Z-module homomorphism on
fR, or as a Zq-module homomorphism on fR,.

For positive integers m, d, g, a probability distribution y; over R™, a probability
distribution x2 over 93¢, and a probability distribution D over Ry %4 the decision version of the
LWE problem related to the ring R (denoted as DLWEgtTn’q’ x1 (x2; D)) is defined as follows:
distinguish the distribution (A, A-s+e mod q-R) from the distribution (A, w). Here, A <= D,
5 > X2, € + x1, and u <= U(RY"). Note that the parameter m in this definition corresponds
to the number of samples in the LWE instance; D is the distribution of the public matrix; and x1
and 2 are the distributions for the error vector and the secret vector, respectively. For ease of
discussion later, when a sample is of the form (A, A-s+e mod g-R), we say the sample is drawn
from the distribution of the DLWE?UW“<1 (x2; D) problem. For any (quantum) probabilistic
polynomial-time adversary 2, its advantage in solving the DLVVE;,?},MLX1 (x2; D) problem is
defined as:

Adva(DIWES 1, 4x, (x2; D)) :=|Pr[A(A, A-s+e mod ¢ - R) = 1] — PriA(A,u) = 1]
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When R = Z, the aforementioned decision version of the LWE problem corresponds
to the LWE problem over Euclidean lattices. In this case, the parameter d represents the
dimension of the corresponding lattice. When SR = ‘R (the ring of integers in a cyclotomic
field), the aforementioned decision version of the LWE problem corresponds to the respective
LWE problem defined over cyclotomic fields with power-of-two degree, which are the most
used in practice. Here, the dimension of the corresponding lattice is n - d. When d = 1, it
corresponds to the ring LWE problem, whereas when d > 2, it corresponds to the module LWE
problem.

Generally, the public matrix in the LWE problem follows the uniform distribution
D = U(R;™%). When D # U(R]*%), we refer to the corresponding LWE problem as
a non-uniform LWE problem. In this paper, we focus on a special class of non-uniform LWE
problems called the SU-LWE problem, where D is an n-semi-uniform distribution defined as

follows! 17- 181,

Definition 1. Let m, d be positive integers. For any positive real number n > 0, we
say that a distribution D over fR;”Xd is an n-semi-uniform distribution if there exists a family
of efficiently sampleable probability distributions {¢t };;cg3mxa OVer 97> such that for any
randomly sampled A <~ D, U « U(SRZ”d), and Fy < ¢u, the following two conditions
hold:

(1) The random variable A is statistically indistinguishable from U + Ey mod q - fR.
() Pr [s1(0c(Ev)) < n] > 1 — negl(A).

U+U@RT >, Ey oy

3 Research on Hardness of SU-LWE Problems

This section presents a tighter reduction method related to the hardness of the SU-LWE
problem. Before giving the specific reduction, we require the following key lemma. The proof
technique for Lemma 3 is similar to the method used in Ref. [10].

Lemma 3. Let o1, o2 be positive real numbers, 77, 71 be positive integers, and F' € Z™*"
-1
. . . 1 1 .
be an arbitrary matrix such that the matrix ¢ := <—2 Tin +— - FT. F) exists. Then
o3 o35

the following two sampling procedures output identical distributions:
(1) Firstly take samples s <= Dzs ,,
finally output (s, z) € Z™ x Z™;

(2) Firstly take samples s <= Dy ., and e <> Dym ., then compute z = F'- s + e

and e <> Dym ,,, then compute z = F'- s + e, and

1 -
and ¢ = — - Xo - FT .z subsequently sample § <> Dya 55 .5 finally output
o3 V0
(3,2) € Z™ x ™.
Proof: Denote the random variable output by the first procedure as & and that output by the
second procedure as y. Note that for any (v, w) € Z" x Z™,

Prlx = v Ay = w] = Prly = w] - Pr{z = v|y = w]

Also, in both sampling procedures, Prly = w] = Pr[z=F - s + e = w)] is identical.
Therefore, to prove that the final output distributions of the two sampling procedures are identical,
it suffices to prove that in sampling procedure (1), the conditional distribution of s, given F'-s+e,
is DZ,"L’\/E*OYC.

To this end, take any (v, w) € Z™ x Z™. In sampling procedure (1), we have:

Prle =vAy=w|=Prjs=vAF-s+e=w]=Prls=vAe=w—F -]
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1 717(%»'vT»v+%-(w7F»v)T-(w7F»v))
= - — . e 771 73
Poy (Zn) * Poz (Zm)

T -1 T -1 1 T
1 .efw(('ufc) By (v—e)—cXg »c+02—2w <'w>

Py (Z7) - oy (Z7)

Here, we have used the condition ¥5 ' = %57, Noting that

Prly = w] =Pr[z = w] = ZPr[s:a]-Pr[e:wa-s\s:a]

aczn

1 _plall® s
= = — e 91 -.e 72
Poy (Zn) * Poa (Zm) Z~

We can obtain:

Prlz =vly =w] =Pr[s =v|z =w] =

7ﬂ(7cT<Zal-c+%wT-w)
o
€ 2 771"(’!}76)’1‘-251'(’07(:)

ez w-Fa|?

2
z:a,EZﬁ € 1 o-e 72

—W(—CT4251-C+£Z’UJT-’UJ)

is independent of v, and the probability

Because
el lw—Fa|?

2
Daczne T oce °

identity Y ;s Pr[s = v|z = w] = 1 holds, we have:

-1
Z ef‘rr»('ufc)T-EaL(vfc) _ 1

—W(—CT-Egl-c-k%wT-w)
e 92

a2 lw-Fa|? 7
S e -2 gt Pyss,e(Z7)
aczn
Therefore,
Pr[s = ’U‘Z = w] = % . e*"'(”*C)T'zal‘("’*C)
Pysg,e(Z)

That is to say, given 2 = F'- s + e = w, the conditional distribution of s is Dy /55 .-
O
3.1 Reduction for SU-LWE problems
The main theorem of this paper is as follows.
Theorem 1. Let e = negl(\) be a negligible function, m, ¢, d be positive integers, and D
be an n-semi-uniform distribution over E)‘i;”x‘l. Let positive real numbers o1, 02,03, 04,7 >

w(max{+/logm - n,+/logd-n}) satisfy the conditions % > (R, o =
7 to3
s I 1
Y + o3, and ) + 3 < 2" Define X1 = Dmmygl, X2 = Dmd o0 X3 = Dmm,gg,
gy 2.0 '
and x4 = Dga ,,. If there exists a (quantum) probabilistic polynomial-time adversary 2l that
can solve the DLWE%W ax1 (x2; D) problem with probability J, then there exists a (quantum)

probabilistic polynomial-time adversary B that can solve the DLWE%W axs (X4 U(%Txd))
problem with probability & — negl()).
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Proof: By assumption, D is an -semi-uniform distribution over Ry"* . From Definition 1,
there exists a family of efficiently sampleable probability distributions {¢v},; comxd OVEr
9™ >4 such that for any randomly sampled A <+ D, U «+> U(R"*%), and Ey < ¢u, the
random variable A is statistically indistinguishable from U + Ey mod g - 8. Furthermore,
PI‘UHU(WZInxd)’EU(—)q&U [s1(0c(Eu)) <m] > 1— negl(N).

For any (quantum) probabilistic polynomial-time adversary 2, we define a sequence of
distinguishing games Game;, and define p; := Prgame,; [A(A, b) = 1], where i € [6], (A4,b) €
R4 RY"

* Game;: Take samples A <= D, s <= x2, e < x1; compute b = A- s+ e mod ¢ - R;

finally output (A, b) € RI"*? x R to 2A.
Note that the output sample (A, b) in Game; is the original distribution of the
DLWES ,, 4., (X2; D) problem.

e Gamey: Take samples U <« U(SR;”Xd), Ey + ¢u, 8 < x2, € < xi; if
s1(0c(Eu)) > n, output L (indicating a sampling error, game terminates); otherwise,
compute A = U + Eymodg-NR, b = A-s+ emodq - R; finally output
(A,b) € R4 x R to 2A.

According to Definition 1, the probability of outputting L in Games, is negligible.
When Games outputs (A,b) normally, the A output in Game: is statistically
indistinguishable from the A output in Game;. Therefore, we have |p1 — p2| < negl(A).

e Games: Take samples U <+ U(D‘{Q”d), Ey < ¢u, s < x2; if s1(0c(Ev)) > n,
output L; otherwise, continue sampling e; <= Dpm ., €2 <> Dxm o,; then compute
z=Fy-s+e,A=U+FEymodqg-R,b=U"-s+ z+ ez mod q - R; finally
output (A, b) € R x R to A.

Let N =m, N =dwhen®® =Z;and N =m-n, N = n-dwhen R = R.

2. 2
If we set X1 = 'y2 N, Yo = U?, - In, and take Y3 = % - In, then based
v +o3
on the assumption % > 7:(R™) = n(Z") and Lemma 2, the statistical
7°to3

distance between the probability distribution Dgim  + Dgim o, and the distribution
Dmm,m = x1 isat most 2 - . In Games, we have:

b=U-s+z+exmodq-R=U-s+FEy-s+e +exmodgq-R
={U+Ey)-s+(ei1+ex)modqg-R=A s+ (e1+e2) mod g-R

Therefore, from the above analysis, we get |p2 — p3| < negl(A).

+ Gamey: Take samples U <+ U(RJ*?), Eu + ¢u, s < xz; if s1(0c(Ev)) >

1, output L; otherwise, continue sampling e; <= Dxm ,, ez <> Dnm g,
then compute A = U + Eymodgq - R, z = Ey - s + e, and take Xy :=

1 1 -t
(= -Ix+ - O'C(EU)T -o.(Ey)) ,e= 7% - Yo - UC(EU)T - z; subsequently
03 v
sample 5 <= Dya /5o .- and use the pair (3, 2) tocompute b = U-5+z+e2 mod ¢-%;
finally output (A, b) € KT x R to 2A.

We firstly analyze whether the distributions required in Game,4 can be sampled

1 1
efficiently. Note that 25! = = Ig+ el oc(Ev)" -0.(Ev). Based on the parameter
2

1 1
choices, we have 51(3; ") < — + 77—2 < =5 Therefore, we get s 5 (Z0) > 2 - 03,
o 7 2.0

implying 3o > 03 - I . By Lemma 1 and our parameter condition o4 > w(+/Iogn - d),
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we can efficiently sample s from a distribution statistically indistinguishable from
Dya  s55,.- When all distributions can be efficiently sampled, the only difference
between Games and Gamey lies in the pairs (s, z) and (8, z) used to compute b.
According to Lemma 3, under our parameter choices, the distributions of (s, z) and
(8, z) are statistically indistinguishable. Therefore, we have |ps — pa| < negl(X).
Games: Take samples U > U(R)"™*Y), Ey < ¢u, s < x2; if s1(0c(Ev)) > n,
output _L; otherwise, continue sampling e; <= Dxm -, €2 <= Dxm o,; then ¥o :=
-1

(Ji% g+ 7—12 oo(Ev)" - O'C(EU)) ,Cc= 7—12 %o - 0c(Ev)" - z; subsequently
sample s; < Dmd,\/m,c and 82 <> Dga ,, and compute § = $1+ 82 mod g-
R; then use the pair (8, z) to compute b = U - § + z + ez mod ¢ - R; finally output
(A,b) € R4 x R 1o A

We have already known sg5(Zo) > 2 - 03, 50 s5(X0 — 03 - I5) > 03
According to Lemma 1 and our parameter choices, we can efficiently sample from a
distribution statistically close to D, Vo oI T Now, if we set ¥7! = 0—12 Iy,

= (S0 —of -I]g,)_l, and let ©3' = X! + B3, a simple calculation shows

that s51(X3") < % +51(2Y) < % < (776(5)‘?1))72 holds. By Lemma I,
1 1

Vi3 > ne (9’1’1). Then, according to Lemma 2, the statistical distance between the
distribution Dmd,\/m,c + Dga ,, and the distribution Dgya /575 . is at most 2 ¢,

meaning the distributions of § in Game4 and Games are statistically indistinguishable.
Thus, we get [ps — ps| < negl()).

Gameg: Take samples U + U(ERZ”d), Ey < ¢u, s < X2, and e1 <> Dxm .;
if 61(0c(Ey)) > n, output L; otherwise compute A = U + Ey mod ¢ - R and

-1
z = Ey -s+ex; let Xy := (%’IN+%'O'C(EU)T'UC(EU)> ,c = % .
g3 Y Y

Yo - 0e(Eu)" - z; subsequently sample s, < D%dy\/i and u < U(RY);

So—03-Ig,c

compute b= U - 81 + z + u mod ¢ - R; finally output (A, b) € RT*? x R to 2A.

In Gameg, since u is independently and randomly sampled from U(Ry"), we have
b < U(RY"). By the property of the n-semi-uniform distribution, the distribution of A
is statistically indistinguishable from D. By assumption, 2( can solve DLWE&VW! ax1
(x2; D) problem with probability 6. Therefore, we obtain |p1 — ps| > & — negl()).
Combining the analysis from Game, to Games, we have |ps —ps| > § — negl(\). Note
thatin Games, b=U -8+ z+eamodqg-R=U"-s81+2+4+U 82+ e2 mod ¢q-A.

Now, we can use adversary 2A’s capability to construct an adversary ‘B for solving the

DLWE (x4; U(R*4)) problem. Suppose adversary B receives a sample (U, b),

where either U > U(RT"*%), 83 <> Dya

R,m,q,x3
ez <> Dym 5., b=U 82+ ez mod g-Ror

047

U+ URT*Y), b+ U(RT"), then B performs the following operations:

(1) Take samples Ey < ¢u, s < x2; if s1(0c(Ev)) > n, output L; otherwise, continue

sampling e; <= Dgxm +;

(2) Compute A = U + Eymodgq -R and z = Ey - s + e, then take Yy :=

1
o3

(3) Take samples s1 < D%d,\/m,c’ then compute b = U - 81 + 2z + b mod q-R;

—1

1 1
I+ 2 - oulE)" ac(EU)) o= LS oulB)

(4) Output (4,b) € R x R 1o A
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Finally, 8 outputs whatever 2l outputs.

Clearly, based on our parameter choices, the operations of B above can be completed in
probabilistic polynomial time. Now, consider the probability that the constructed adversary B
successfully solves the DLVVEEC)QJ,W,X3 (xa; U(%;"Xd)) problem. It is easy to see that when

(U, b) comes from the uniform distribution, the distribution of the sample (A, b) given by 9B to
2 is identical to the output distribution of Gameg. Otherwise, the distribution of (A, b) given
by B to 2 is identical to the output distribution of Games. Therefore,

Adves (DLWES 4.5 (xa3 U ™)) = Ips — pe| > 6 — negl())

O

Note that the condition o01,02,03,04,7 > w(max{y/logm-n,/logd-n}) in
Theorem 1 is for a unified analysis over R. When R = Z, the corresponding condition can be
changedtoo1, 02,03, 04,7 > w(max{+/logm, v/log d}). We provide some brief explanations

. . . o

for the parameter conditions chosen in Theorem 1. The conditions \/% > n-(R™) and
v +o3

o1 = \/7? + o3 ensure that during the transition from Games to Games, we can decompose

,'72

the original error e in Games. The condition % += 5
oy 7 2-05
key Lemma 3. Essentially, the condition o1, 02, 03, 04,7 > w(max{+/logm - n,/logd - n})
guarantees that the corresponding discrete Gaussian distributions in the proof can be sampled
n’ 1
? 203’
guarantees that during the transition from Game4 to Games, the original error s in Gamey
can be decomposed. The resulting distribution form of Games (and subsequently Games) is
exactly as desired, which greatly facilitates the construction of a probabilistic polynomial-time

algorithm (reduction) to embed an instance of the DLVVEgg,m’q’X3 (x4; U(RT*?)) problem.

ensures that we can apply the

efficiently. Meanwhile, this condition, combined with the condition — +
o

3.2 Comparative analysis with known results

Utilizing Theorem 1, we can obtain hardness results for the SU-LWE problem over
Euclidean, ring, or module lattices. In this subsection, for any integer € Z, the symbol |z
denotes the largest integer not exceeding x, and we define |z] := |z + %J The corresponding
rounding notation can be trivially extended to vectors (polynomials) or matrices.

When R = Z, we obtain a hardness reduction for the SU-LWE problem corresponding to
d-dimensional Euclidean lattices.

Corollary 1. Let € = negl()) be a negligible function, m, g, d be positive integers, and
D be an n-semi-uniform distribution over Z;”Xd. Let positive real numbers o1, 02, 03,04,7 >

V2 - w(max{y/Togm, Iogd}) satisfy the conditions % > 0(Z™), o1 =
v +o3
5 I 1
V7% + 03, and — + 5 < 5. Define x1 = Dzm o, X2 = Dya on0 X3 = Dzm o,
gy " 2.0} '
. If there exists a (quantum) probabilistic polynomial-time adversary 2( that

and x4 = Dya

y04
can solve the DLWE%VW’% 1 (x2; D) problem with probability 6, then there exists a (quantum)
probabilistic polynomial-time adversary ‘B that can solve the DLWE%,myq?XS (x4; U(Z;”Xd))
problem with probability § — negl()).
2
1
+ % = ) <

If we choose 02 = 2v/2 - 04 and v = 2v/2 - g4 - 7, then 1
.02

S
I\Jl\.’)’i
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1 By Lemma 1, . (Z™) < w(y/logm). Furthermore, Y9 7 =

2-0 VA + a3 \/H(l)2

a3

Lj Under the above parameter settings, when 3,7 > /2 - w(y/Iogm), the
1+(%)
inequality Y s > n.(Z™) always holds.

VY + o3
Note that 01 = /2 + ag, therefore, when selecting parameters o3 = o4 =: o, the
standard DLWEY ,

DLWE%,m, axa (X2; D) problem where the public matrix follows an arbitrary 7-semi-uniform
o2 = O(0).

It is worth noting that, disregarding polynomial sample size, the magnitude of the Gaussian
parameter for the error distribution e determines the hardness of the corresponding LWE problem
(e.g., using the method from Ref. [36], an LWE problem with a secret sampled from a uniform
distribution can be reduced to an LWE problem with a secret sampled from a discrete Gaussian
distribution with the same parameter as the error, i.e., the so-called normal form LWE problem;
and the LWE problem with a uniformly distributed secret is the hardest among problems under
equivalent conditions). Therefore, here we only illustrate the case where o3 = o4 here.

a.Dgm » Dzd o3 U(Z7*4)) problem can be reduced to the semi-uniform

distribution D. Here, x1 = Dzm ., 01 = O(n- o) and x2 = Dya

027

Compared with the reduction result in Ref. [4], our reduction is dimension-preserving (it
maintains the lattice dimension d), whereas the reduction in Ref. [4] relies on the hardness of
a corresponding lower-dimensional LWE problem. Simultaneously, in our reduction result, the
asymptotic loss in the error parameter between the two problems is 7, independent of the number
of samples. However, the asymptotic loss in the error parameter in the reduction of Ref [4]
depends on the number of samples (approximately o1 = O(\/ﬁ- o +mn)). Itis important to note
that our reduction result is limited to the case where the secret/error follows a discrete Gaussian
distribution and is only applicable to the reduction for the decision version of the LWE problem.
In contrast, the reduction in Ref. [4] applies to both search and decision versions. However,
for the decision version of the corresponding problem, Ref. [4] requires additional restrictions,
such as g being prime or the secret s being drawn from a binary distribution over {0, 1} with
sufficient entropy under specific conditions.

Let 0 < p < ¢ be positive integers. For any matrix U € Z;”Xd, we can define a

fixed function By = {% . Vé U H — U. For any x € Zg4, a simple calculation shows that

‘m— .12 4 ‘ < {Qi—‘ Therefore, we have s1(Ey) < vm-d - 4| Define the
p Lg P 2p

distribution Dy q,m,q as: Sample U &€ Z;"Xd, output {g . \‘
p

Sl kst

U—H Then Dp,q,m.q is a

specific vm - d - {21—‘ -semi-uniform distribution. The conclusions discussed above can be
p

naturally applied to the SU-LWE problem corresponding to D), ¢, m,d-

When R = R, we obtain a hardness reduction for the corresponding decision version of
the ring/module SU-LWE problem.

Corollary 2. Let e = negl()) be a negligible function, m, g, d be positive integers, and

D be an 7-semi-uniform distribution over R’ xd et positive real numbers o1, 02, 03, 04,77 >

V2 - w(max{/Togm - n,/logd - n}) satisfy the conditions % > ne(R™), 01 =
VT o3
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1 ? 1

\/72 + 0’%, and — + 12 < - Define x1 = Drm oy, X2 = Dga o9r X3 = Drm g5,
g2 0 203 '

and x4 = Dga ,,. If there exists a (quantum) probabilistic polynomial-time adversary 2 that

can solve the DLWE%W ax1 (X2; D) problem with probability §, then there exists a (quantum)

probabilistic polynomial-time adversary ‘B that can solve the DLVVE%le axs Xa; U (R;"Xd))

problem with probability § — negl()).

Similar to the parameter analysis for the SU-LWE problem over Euclidean lattices, it can
be deduced that, when selecting parameters 03 = 04 =: o, the standard DLWE%,myq, Dpm o

(DR o; U(R?Xd)) problem can be reduced to the semi-uniform DLWE%’,,W’XI (x2; D)
problem where the public matrix follows an arbitrary 7-semi-uniform distribution D. Here,
X1 = Drm o, 01 = O0(n-0)and x2 = Dga ,,, 02 = O(0).

Note that when d = 1, the above result corresponds to the hardness reduction for the
SU-LWE problem over rings. Unlike the conclusion in Ref. [17], we can reduce the standard
ring LWE problem to the corresponding ring SU-LWE problem without requiring additional
hardness assumptions (such as specific forms of the decisional small polynomial ratio (DSPR)
assumption, which corresponds to a decisional version of the NTRU assumption). When d > 2,
compared to the result in Ref. [4], asymptotically, the loss in our error parameter reduction is only
7, independent of other parameters. Particularly, our reduction is also dimension-preserving (it
maintains the lattice dimension/rank d) and does not rely on the hardness of lower-dimensional
(more precisely, lower-rank) module LWE problems as in Refs. [4, 17, 18].

The distribution Dy, 4,4 is defined as: Take sample U € R7"*?, output {Q . {B . U—‘ —‘ .
p Lq

A simple calculation shows that Dy 4 m.q is a specific n - vVm -d - {22—‘ -semi-uniform
P

distribution. Using the module SU-LWE problem corresponding to distribution Dy ¢, m,d,
one can prove that when employing a public key compression design method similar to that used
in the NIST Round 1 candidate Kyber, the underlying encryption scheme also satisfies IND-CPA
security. A concrete scheme construction is as follows. Since the proof of IND-CPA security
for related schemes is standard, we only provide a general explanation; detailed proofs can be
found in Refs. [4, 25-29].

+ KeyGen(1*) : Given the security parameter )\, the key generation algorithm samples

A+ URP*?), s +> Dra,,, e <> Dga It computes b = A - s + e and returns

027 01"

the public key pk = (A, {s . b-‘ ) and the secret key sk = s.

* Enc(pk,m): Assume pk = (A, {g b-‘) To encrypt a message o.(m) € {0,1}",

the encryption algorithm first computes b= \‘Q . {B . bH Then, it takes samples
p q

T < Dpa e; < Dga ez < Dr -, and computes ¢; = AT . r + e; and

02 02

ca = b" - r + ey. Finally, it outputs the ciphertext ct = (1, ca).
* Dec(sk,ct): Assume ct = (c1,c2), sk = s. The decryption algorithm computes and

2
returns m = \i (e —sT- cl)—‘.
q

A simple calculation shows that, for appropriately chosen parameters, the above scheme
can decrypt correctly. To prove the IND-CPA security of the scheme, the decisional version of
the LWE assumption needs to be used twice. The first time is to replace (A, b) with a uniformly
random (A, w), using the assumption that the DLWE%sdv‘IsDRd,01 (DR gy U(RI*M)
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problem is hard. The second time is to replace the ciphertext with uniformly random elements,
where replacing the ciphertext c; still uses the assumption that the DLWE%’M’ Dpa,,

(DR
assumption of the DLWE%,L{LDR o (Dra

o U(Rg % cl)) problem is hard. However, replacing the ciphertext c2 requires the hardness

Dyp,q,1,4) problem. Here, Dj, 4,1,q4 corresponds

to the distribution: Sample u U(RZ), output {g . VZ . u—‘ —‘ Note that the distribution
P Lg

027

Dp.g1,aisann-/d- { 2(1 —‘ -semi-uniform distribution. Using the reduction result of this paper,
p

the hardness of the DLWE%,M’DR‘”] (Dra
hardness of the DLWE%,M, Dr.y (Drd o U(Rg)) problem. The corresponding parameter

relationship is o1 = O (n -Vd - {21—‘ -a), o2 = O(o). To balance decryption error
P

rate and security strength, the bit difference between parameters p and ¢ is generally O(1).

Using the empirical estimation from Ref. [27], the hardness of an asymmetric LWE problem

is roughly equivalent to that of a symmetric LWE problem with an error parameter of about

Dy.q,1,4) problem can be guaranteed by the

;027

Vo102 = O(n% . d%) - 0. Therefore, when applying the reduction result of this paper to
public key encryption schemes designed using the Kyber-like compressed public key method,
the corresponding theoretical reduction loss is about O(n% Cdi ). It is worth noting that our
reduction method imposes very few restrictions on the parameter d (and g). One can choose
d = O(1), in which case the corresponding theoretical reduction loss is about O(n% ).

We use theorem in Section 5.2 of Ref. [4] to estimate the theoretical reduction loss
for the IND-CPA security of the public key encryption scheme designed as above. In this
case, the hardness of the DLWE%,l,q,DR,Ul (DRd, ey Dp,qg,1,4) problem can be guaranteed by

the hardness of the DLWEZ 1 , p, . (U(Rg); U(Ry)) problem and the DDLWER 1 ; p,, .
(U(R$); U(RY)) problem. Here, o1 = O <n V- {%—‘ o+ 0’2>. If we also choose
o2 = O(o), then based on the properties of discrete Gaussian distributions and roughly
estimating the entropy inequality condition in Ref. [4], the rank d of the corresponding module
LWE problem should satisfy d > O(k - log g + logn + w(log A)) (note that this condition
should hold even if Dya ,, is replaced by a random uniform distribution). Therefore, strictly
speaking, the reduction result of Ref. [4] is not applicable to the case d = O(1). Furthermore,
the reduction result of Ref. [4] imposes additional restrictions on the parameter ¢ and the secret
distribution. For example, it requires g to be a prime with good splitting properties and requires
the distribution of the secret modulo each prime ideal of gR to have sufficiently large entropy.
With these restrictions, the reduction result of Ref. [4] becomes even more limited.

4 Summary

In this paper, we refined techniques from the study of Hint-LWE related problems and
applied them to the investigation of the SU-LWE problem, presenting a simpler and tighter
hardness reduction for non-uniform LWE problems. Specifically, the reduction method
introduced here is largely independent of the underlying algebraic structure and can be uniformly
applied to reductions for the SU-LWE problem defined over Euclidean, ring, or module lattices.
Compared with known reduction results for the SU-LWE problem, our reduction is dimension-
preserving for the corresponding LWE problem and incurs a smaller reduction loss. This loss,
reflected in the Gaussian parameter of the error distribution in the corresponding LWE problem,
is independent of conditions such as the number of samples. When applying our reduction to the
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ring LWE problems, the corresponding method can establish the hardness of the non-uniform
ring LWE problems based on the standard ring LWE problem, without requiring additional (and
relatively non-standard) hardness assumptions such as DSPR.
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