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Abstract SPHINCS™ is a stateless digital signature scheme designed using hash functions and
has been proven resistant to quantum computing attacks. However, its wide practical application
is constrained by the large size of the generated signature values. To address the issue of the
lengthy signature value generated by the WOTS+- one-time signature scheme within SPHINCS ™,
a compact one-time signature scheme, SM3-OTS, based on Chinese cryptographic algorithm
SM3, is proposed in this paper. The proposed scheme utilizes the binary and hexadecimal
information of the message digest as the indices for node positions in the first 32 hash chains
and the last 16 hash chains, respectively. This approach effectively reduces the key length
and the signature value length compared to traditional one-time signature schemes based on
hash functions. Compared to WOTS+ in SPHINCS™, Balanced WOTS+ in SPHINCS-a,
and WOTS+C in SPHINCS™C, the proposed SM3-OTS shortens the signature value length by
about 29%, 27%, and 26%, respectively, with a significant improvement in signing performance.
In addition, by adopting the SM3 algorithm, SM3-OTS exhibits strong resistance to quantum
attacks while maintaining well-balanced overall performance.
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1 Introduction

With the rapid development of quantum computing technology!"?, traditional crypto-
graphic schemes based on elliptic curves, discrete logarithms, large integer decomposition,
and other difficult mathematical problems will face quantum computing attacks™. In 1994,
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the Shor algorithm proposed by Shor'® is a quantum algorithm that can effectively solve the
problem of large integer decomposition. In 1996, Grover™™ proposed the quantum search
Grover algorithm, which reduces the time complexity of cracking the key of the symmetric
cryptographic algorithm from O(2") to O(2"/2) by violent cracking. By adopting the Shor
algorithm and Grover algorithm, quantum computers pose serious threats to traditional public
key cryptographic algorithms and symmetric cryptographic algorithms. It is urgent to conduct
research and optimization on post-quantum cryptography (PQC)® with the ability to resist
quantum attacks to deal with these threats. In December 2016, the National Institute of Standards
and Technology (NIST) formally collected post-quantum cryptography with the ability to resist
quantum computer attacks from all over the world to gradually replace the traditional public key
cryptography algorithms in the quantum age.

In July 2022, NIST initially selected four algorithms as the standardized algorithms from the
schemes submitted in the third round of quantum cryptography algorithms, including a public
key encryption algorithm and three digital signature algorithms. The algorithms include the
public key encryption algorithm CRYSTALS-Kyber'”!, digital signature algorithms CRYSTALS-
Dilithium™®', FALCON'!, and SPHINCS™!'!. Specifically, Kyber, Dilithium, and FALCON are
constructed based on lattice theory. In 2022, Yang er al.'"’ designed a VPN software system
resisting quantum computing attacks based on the CRYSTALS-Kyber cryptographic scheme,
which showed the engineering application of post-quantum cryptographic schemes in network
security. Different from the above three cryptographic schemes, SPHINCS™ is the only scheme
developed based on hash functions, and NIST will collect and standardize other cryptographic
algorithms with better security and performance.

At present, post-quantum cryptographic schemes can be roughly divided into cryptographic
schemes!'? based on coding, lattice, multiple variables, and hash functions!"®!. The digital
signature scheme designed based on hash functions has the shortest signature generation and
verification time and more reliable security. Therefore, the digital signature scheme based
on hash functions is considered as a post-quantum cryptographic scheme with great research
significance in the quantum age. SPHINCS 1'% is a stateless digital signature scheme designed
based on hash functions, and it is built by employing the one-time signature (OTS), few-time
signature (FTS), and Merkle tree'*. OTS is the core of the SPHINCS* scheme. Generally, OTS
based on hash functions has the problem of lengthy generated signature values, which makes it
difficult for stateless digital signature schemes based on hash functions such as SPHINCS™ to
be applied in practice.

The contributions of this paper are as follows:

(1) SM3-0OTS, a new post-quantum OTS scheme based on the Chinese cryptographic
algorithm SM3, is designed. This scheme employs the binary and hexadecimal information
of the message digest as the indices for node positions in the first 32 hash chains and the last
16 hash chains, respectively, thus effectively shortening the key length and generated signature
value length compared to the traditional OTS schemes based on hash functions.

(2) The performance of SM3-OTS, a new OTS scheme based on the Chinese cryptographic
algorithm SM3, is tested. By conducting experimental tests, compared with WOTS+ in
SPHINCS "% Balanced WOTS+ in SPHINCS-a/"”, and WOTS+C in SPHINCS * C!'®!, SM3-
OTS reduces the generated signature value length by 29%, 27%, and 26%, respectively, with
significantly improved signing performance.

2 Research Status

Adopting the preimage attack characteristic (one-way characteristic) for the construction
of digital signature schemes is a research idea that many cryptographers pay attention to and
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recognize. In 2020 and 2021 respectively, Suhail et a and Kumar et a analyzed the
importance of digital signature schemes based on hash functions in the security of the Internet
of Things (IoT) devices after the maturity of quantum computing technology, various factors to be
considered in the deployment, and various challenges, and provided corresponding suggestions
and prospects for post-quantum cryptography technology applied to the network environment
of IoT devices.

In 1979, Lamport"! put forward the first OTS scheme, Lamport-OTS (LOTS), which signs
the message bit by bit. This scheme has two defects: firstly, each pair of keys in the scheme
can only be employed once; otherwise the adversary can forge the signature by adopting the
signature value of the previous message. Thus, each pair of keys in the LOTS scheme can only
be employed once to avoid forgery attacks. Secondly, the length of the public and private keys
utilized in the scheme and the length of the generated signature value are very large. If the
security parameter selected during signing is n, the lengths of the private key and the public key
are both 2 X n X n, and the length of the final generated signature value of the scheme is n. X n.
The excessively large lengths of the public and private keys and signature value of the LOTS
scheme make it unsuitable for practical application. In the same year, Merkle®® 2! proposed
Winternitz-OTS (WOTS) based on the Lamport-OTS scheme. In the WOTS scheme, a hash
chain structure is employed to construct the public and private keys of the signature scheme. A
hash chain is a chain generated by conducting repeated hash operations on the data, with the
last node in the hash chain as the hash value of the previous node. Similar to the LOTS scheme,
each pair of keys in the WOTS scheme can only sign one message. Compared with the hash
values of n bytes corresponding to each message digest bit in the LOTS scheme, the hash values
of n bytes corresponding to 2, 4, or 16 message digest bits are employed in the WOTS scheme,
thus greatly shortening the length of signature values generated by the LOTS scheme.

Since each pair of keys in the OTS scheme can only be employed once, Merkle!** 2"

proposed the Merkle signature scheme (MSS). This scheme extends the OTS scheme to the FTS
scheme by adopting the structure of the Merkle tree, which is essentially a binary hash tree.
In the MSS scheme, the leaf nodes of the Merkle tree are utilized to manage the public key of
the OTS scheme, with the root node of the Merkle tree employed as the public key of the MSS
scheme to extend the OTS scheme to an FTS scheme. If the height of a Merkle tree in the scheme
is h, the Merkle tree has 2" leaf nodes, which are used to store the hash values of the public
keys of the OTS scheme. This means a Merkle tree with a height of h can manage 2" OTS
keys and sign 2" messages. The signature value generated by the Merkle tree signature scheme
mainly includes two parts: the signature value generated by the OTS scheme corresponding to
the Merkle tree leaf node and the authentication path of this leaf node. These two parts of data
together constitute the signature value of the Merkle tree signature scheme. The OTS scheme is
the core of all hash-based signatures, and it can be extended to multiple signature schemes by
employing hash trees.

The WOTS+OTS scheme and the FORS FTS scheme are employed in SPHINCS™, and
are extended to stateless digital signature schemes by extending the Merkle tree. In 2022, Zhang
et al."™ improved the OTS scheme WOTS+ used in SPHINCS™ in the SPHINCS-a scheme and
put forward Balanced WOTS+-, thus shortening the signature value generated by the WOTS+
OTS scheme and improving the security. In the same year, Kudinov er al.'® improved the
OTS scheme in the SPHINCS'C scheme and proposed WOTS+C. It canceled the original
three check chains, and instead, before signing, the message digest value is concatenated with a
random number of n bytes. Meanwhile, the hash function is adopted to conduct hash operations
on the message digest value concatenated with the random number to generate a hash value, and
the latter part of the hash value is the index of the node position of the hash chain.
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By adopting the same security parameter n = 32, the comparison of the signature value
lengths (bytes) generated by WOTS+-, Balanced WOTS—+, WOTS+-C, and LMOTS is shown in
Table 1.

Table1 Comparison of signature value lengths generated by the WOTS+ scheme
and several variants (bytes)

Scheme Generated signature length
WOTS+ 2,144
Balanced WOTS+ 2,112
WOTS+C 2,080
LMOTS 2,144

Sun et al.”” employed the Chinese cryptographic hash algorithm SM3 to replace the hash
function in the SPHINCS™ digital signature scheme, and provided the relevant experimental
results after instantiating SPHINCS™ with SM3. The results show that it is feasible for this
algorithm to realize the internationally standardized hash-based digital signature schemes.
Sun et al.® also adopted the domestic hash function SM3 to replace the hash function in
the Leighton-Micali signature system (LMS) scheme, and provided preliminary experimental
results. Additionally, Li er al.®* systematically summarized the research progress of hash-
based signature components, and deeply analyzed the overall design ideas of different types of
hash-based signature schemes.

The optimization of the WOTS+ scheme conducted in Refs. [10, 14-16] promotes the
standardization and applicability of post-quantum signature schemes based on hash functions,
and also provides ideas for the optimization of hash-based signature schemes. However, as the
length of signature values generated by the optimized scheme is still large, the research and
optimization of hash-based digital signature schemes need to be further advanced.

3 Basic Knowledge

This section will introduce the basic knowledge and symbols of the SM3-OTS signature
scheme, and related concepts of hash functions.

3.1 Symbol description

The symbol description is shown in Table 2.

3.2 Hash functions

Hash functions can map an input of any length to an output of fixed length, which is generally
called the hash value or digest value!®'. This mapping is a kind of contraction mapping, as
the space of the hash value is much smaller than that of an input, and different inputs may be
mapped to the same output. Thus, it is impossible to determine the unique input value from the
hash value. An ideal hash function should have the following properties.

(1) Determinism. The same input information always produces the same hash value by the
same hash function.

(2) Irreversibility. It is computationally infeasible to calculate the input information from the
hash value.

(3) No collision. It is computationally infeasible to find two inputs with the same hash value.

3.3 Hash function security

The security of hash functions is the most basic security requirement of hash-based digital
signature schemes. An ideal hash function has the following three properties™®:
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Table 2 Symbol description

Symbol Description
M Plaintext message to be signed
H Chinese cryptographic algorithm SM3 in the signature scheme
m Digest value of the message to be signed, and m = H (M)
n Security parameters employed by the signature scheme
PRNF Pseudo-random number generation function for generating random numbers
base_8 Converting the hash value into a decimal number in groups of eight bits
Seed Secret seed, a seed for generating random numbers used in PRNF'
m_bin Binary information of message digests
m_hex Hexadecimal information of message digests
KeyGen() Key generation algorithm
Sign() Signature generation algorithm
Verify() Signature verification algorithm
sk Private key of the signature scheme for generating signature values for the messages
pk Public key of the signature scheme for validity verification of the message signature values
pk’ Public key verification. If it is equal to pk, the signature value is valid.
o Signature value generated by the signature scheme
ADV Attacker aiming to forge digital signatures
sk_size Private key size (bytes)
pk_size Public key size (bytes)
o_size Signature value size (bytes)

(1) Anti-first preimage attacks. Anti-first preimage attacks mean that it is difficult to find
any original input x within a reasonable time for a given hash value h, thus making
H(z) = hdifficult. Thus, for a given h, it is computationally infeasible to find any x to
make H(z) = h1®,

(2) Anti-second preimage attacks. Anti-second image attacks mean that for a fixed input x,
it is difficult to find a different input y within reasonable time to make H (z) = H (y).
Therefore, for a fixed « and any y # =, it is computationally infeasible to find H (z) =
H(y)™.

(3) Anti-collision attacks. Anti-collision attacks mean that it is difficult to find two different
inputs z and y and make their hash values the same within a reasonable time, which is
H(xz) = H(y). Thus, for all x # y, it is computationally infeasible to find H(z) =
H(y)*!

4 SM3-OTS Scheme

The SM3-OTS scheme adopts a hash chain structure similar to that in the WOTS+ scheme
to sign messages, and the length of signature values generated by the SM3-OTS scheme is about
29% shorter than that of the WOTS+ scheme. This optimization significantly improves the
signature storage and transmission efficiency, which makes the SM3-OTS scheme have greater
application potential than the WOTS+ scheme in an environment with limited storage resources.

The SM3-OTS scheme mainly includes three algorithms: the key generation algorithm
KeyGen(), the signature generation algorithm Sign(), and signature verification algorithm
Verify(). The key generation algorithm accepts a security parameter n as the input, and the
signature key pair (sk, pk) is output by the corresponding operation. The private key sk can
only be owned by those who sign and is employed to sign the messages, while the public key
can be obtained by anyone to verify the validity of the signature of a message. The signature
generation algorithm accepts the message M to be signed and the private key sk as the two
inputs, and generates the signature value o corresponding to the message M generated by the
algorithm. The signature verification algorithm accepts the message M, the signature value o
corresponding to M, and the public key pk as the inputs. The signature verification algorithm
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can verify the validity of the signature value. If the signature value is valid, “true” is output, and
“false” is output if the signature value is invalid.

4.1 Key generation of SM3-OTS scheme

Under the security parameter of n = 256 bits, the secret seed Seed is employed as the seed
data of the pseudo-random number generator PRNG to generate 48 pseudo-random numbers:
sko, ski, ..., skaz. The pseudo-random hexadecimal data with each pseudo-random number of
32 bytes is called a private key block, and the private key sk of the SM3-OTS signature scheme
contains 48 private key blocks denoted as sk = sko, ski, ..., skaz.

The public key of the SM3-OTS signature scheme is generated by the corresponding
private key, and the above 48 private key blocks are hashed 255 times by adopting the Chinese
cryptographic algorithm SM3, which is pk; = H?°°(sk;). Finally, 48 public key blocks
are generated: pkg,pk,,...,pk,;. The public key pk of the SM3-OTS signature scheme
contains 48 public key blocks, which are denoted as pk = pk,,pk,,...,pk,;. 48 hash
chains are obtained from the process of generating public keys from private keys, which are
Lo, L1, ..., La7, respectively, with each hash chain containing 256 chain nodes. The last node
of two adjacent chain nodes in each hash chain is the hash value of the previous node, the
head node of each hash chain is the private key block corresponding to the hash chain, and the
tail node of each hash chain is the public key block corresponding to the hash chain. The key
generation is shown in Algorithm 1.

Algorithm 1. Key generation algorithm KeyGen.

Input: Security parameter n;

Output: Private key set sk = skg, sk1, ..., skqr; Public key set pk = pkq, pkq,...,pkyy.

1. Seed = PRNG // Generate random seeds via a pseudo-random number generator
PRNG

2. for0 <i <47 do // Generate 48 private key blocks with seeds

3. sk; = PRNF(Seed, 1)

4. end for

5. for 0 < ¢ < 47 do // Employ private key blocks to generate corresponding
public key blocks

6. pk; = H?55(sk;) // Hash each private key block 255 times to obtain the

corresponding public key block
7. end for
s. return sk = sko, sk1,...,skar; pk = pko,pky,...,pky7 // Output key pairs

As shown in Algorithm 1, under the preset security parameter n = 256 bits, the secret seed
Seed and a pseudo-random number generator PRNG are employed to randomly generate 48
random numbers with n bytes as private keys, and 48 hash values with n bytes are generated
as public keys by 255 hash operations of 48 private key blocks using the Chinese cryptographic
algorithm SM3. The key generation is shown in Figure 1, and the hash chain structure is shown
in Figure 2.
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Figure1 Key generation of SM3-OTS



Yang YT, et al. SM3-OTS: Compact post quantum one-time signature scheme based on ... 425

—» SM3 operation ( ) Chain node

Private Public
key key

L @—0—0—0—0— - ~0—0—0—0—@
L @O0 - OO 000
L, @O —0—0—0— - —O—0—-0—-0—0

Figure 2 Hash chain structure

4.2 SM3-OTS signature generation

SM3-OTS signature generation is the process of mapping the message digest information to
the hash chain nodes. As shown in Figure 3, Figure 3(a) is the hash chain of the signature scheme,
and the message digest information to be signed is processed and mapped to the corresponding
dark chain nodes as shown in Figure 3(b), with the mapped chain nodes recorded as signature
blocks in the final generated signature value. This section will introduce the specific mapping
methods in the SM3-OTS signature process in detail.
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Figure 3 Hash chain mapping

Firstly, the message M to be signed is hashed (m = H(M)) by adopting the Chinese
cryptographic algorithm SM3 to obtain the message digest value of 32 bytes. Meanwhile,
the binary information of the message digest is recorded by m_bin, and the hexadecimal
information of the message digest is recorded by m_hex. The binary form of the 32-byte
message digest can be converted into 32 groups of decimal digits between 0 and 255, one
group every eight bits. The decimal digits converted from the message digest are employed
as the indexes of the node positions of the first 32 hash chains Lo—L3;, and the indexed
chain nodes serve as the first 32 signature blocks of the signature values of SM3-OTS,
denoted as ¢ = 09¢,01,...,047. For example, the message digest value of “Hello World!”
calculated by the SM3 algorithm is OACOA9FEFOD212AA76A3C431F793853CE145659
CA1D14B114E96C1215CF26582, where the first byte is OA and converted to 00001010 in
binary form, and its corresponding decimal number is 10. The first private key block sko is
hashed for ten times to obtain the first signature block oo. The second byte in the digest is CO
and converted to 11000000 in binary form, and its corresponding decimal number is 192. The
second private key block sk is hashed for 192 times to obtain the second signature block o1. The
third byte in the digest is A9 and converted to 10101001 in binary form, and its corresponding
decimal number is 169. Additionally, the third private key block sk is hashed for 169 times to
obtain the third signature block 2. Similarly, the signature blocks corresponding to hash chains
Lo—L3; are calculated as shown in Table 3.
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Table 3 Process parameters and signatures (partial content omitted)

Hash chain Information in hash values Corresponding value index Signature block
0 0A 10 10 H0(sko)
1 Co 192 192 HY2(sky)

31 82 130 130 H130(sk31)
32 0 15 15 H'(sk32)
33 1 362 107 H'07 (sk33)
40 8 92 92 H2(sk4o)
41 9 123 123 H123(sk41)
42 A 98 98 H9%(skq2)
43 B 46 46 H4*6(sky3)
47 F 100 100 H100(sky7)

o= Hw(sk‘o), R 1?[130(Sk:31)7 H15(8k32), R H123(Sk‘41), H98(8k42), RN H100(8k47)

The hexadecimal form of the 32-byte message digest contains 64 data elements of 0, 1,
2,3,4,5,6,7,8,9, A, B, C, D, E, and F. The position of the first element in the message
digest in hexadecimal form is defined as 1, and the position of the last element is defined as 64.
Meanwhile, the position of each element of O-F is calculated. The modulo 255 operation is
performed on the position information of each element, and the position information of element
0is 14 44 10 = 15. Then, the modulo 255 operation is conducted on the calculated position
information to get 15, and the private key block sks2 is hashed 15 times to get the 33rd signature
block o32. The position information of element 1 is calculated as 362, and the modulo 255
operation is performed on 362 to get 107. Next, the private key block sks3 is hashed 107 times
to get the 34th signature block o33. Similarly, the data obtained after conducting the modulo
255 operation on the position information of each element is adopted as the index of the last 16
hash chains L3>—La7. Finally, the indexed chain nodes serve as the last 16 signature blocks of
the signature values of SM3-OTS, denoted as 032,033, ..., 047 (see Table 3).

Therefore, the signature value generated by the SM3-OTS scheme is o = 09,01, ..., 047.
The signature generation algorithm is shown in Algorithm 2.

4.3 SMB3-OTS signature verification

The process of SM3-OTS signature verification is the process of restoring the public
key from the signature value. The public key of SM3-OTS is generated by calculating the
corresponding private key, and the intermediate node of each hash chain is the process node for
generating the public key block corresponding to the private key block. Thus, the public key
value can be obtained by calculating the private key and also by calculating the intermediate node
of the hash chain. For example, as the corresponding signature block generated by the chain 4
in Figure 4 is obtained by hashing the corresponding private key block twice, the corresponding
public key block can be obtained by hashing the signature block three times.

The process of message processing by the signature verifier is similar to that of signature
generation. The verifier first calculates the binary and hexadecimal forms of the message digest,
32 groups of decimal digits with every eight bits in binary form of the message digest, and the
position information of elements O-F in hexadecimal form of the message digest. Meanwhile,
255 is employed to make the difference with the above information to verify whether the signature
block is valid. If the calculated value is the same as the public key value, the signature value is
valid, otherwise the signature is invalid. The specific process of signature verification is shown
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in Algorithm 3. The signature verification information by taking “Hello World!” as an example
is demonstrated in Table 4.

Algorithm 2. Signature generation algorithm Sign.

Input: Message M to be signed and private key set sk = sko, sk1, ..., skar;

Output: Signature 0 = 09,01, ...,047.

1. m = H(M) // Calculate the digest value of the message M

2. m_bin = m // Convert the digest value into binary form and store it in
m_bin

3. a = base_8(m_bin) // Convert every eight bits into decimal data and store
them in a

4. for0 <7< 31do

5. stepli] = ali

6. o; = Hsterli(sk;) // Perform step[i] hash operations on the private key

blocks to obtain corresponding signature blocks
7. end for

8. hex_symbols =0,1,2,3,4,5,6,7,8,9,A,B,C,D,E,F
9. m_her =m
10. for 0 <3 < 15do

11. sumli] =0

12. forl1 < j <64do

13. if m_hex[j] = hex_symbols[i] then

1. suml[i] = suml[i] + j // Calculate the position information of each

character

15. end if

16. end for

17. stepli + 32] = sumli](mod 255) // Perform the modulo 255 operation on the
position information of each character

18. Girzz = HtePlH32(sk;\ 30) // Perform step[i + 32] operations on private
key blocks to obtain corresponding signature blocks

19. end for

20. return o = 09, 01,...,047 // Return the signature value

40—>O—> —>O—>O—>O

Figure 4 Signature chain

5 Security Proof

To prove that there is unforgeability under the SM3-OTS adaptive chosen-message attack
(CMA), firstly it is necessary to understand the influence of the one-way and collision resistance
properties of hash functions on the security of the signature scheme. The one-way property of
hash functions ensures that the given hash value cannot effectively be used to deduce the original
input, while collision resistance guarantees that different inputs will not produce the same hash
value. In this paper, the security of SM3-OTS is reduced to the properties of these hash functions,
which means that if an attacker can successfully forge a signature under CMA, then the attacker
can use this forgery process to crack the one-way or collision resistance properties of the hash
function. For example, if an attacker can forge a signature, the attacker may find the collision
or reverse input of the hash function by reverse engineering the signature generation process.
This violates the basic properties of hash functions. Since this reduction process can prove that
the security of SM3-OTS really depends on the one-way and collision resistance properties of
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hash functions, it is crucial to choose a secure hash function to ensure the overall security of the
signature scheme.

Algorithm 3. Signature verification algorithm Verify.

Input: Message M signature value ¢ = 00,01, ...,047; public key set pk = pko, pk1,...,
pkat;

Output: Valid signature value (true); invalid signature value (false).

1. m = H(M) // Calculate the digest value of message M

2. m_bin = m // Convert the digest value into binary form and store it in
m_bin

3. a = base_8(m_bin) // Convert every eight bits in m_bin into decimal data
and store them in a

4. for0 <i<31do

5, stepli] = ali]

6. pk} = H?%5=sterlil(5;) // Perform (255 stepli]) operations on the signature

blocks to obtain corresponding verified public key blocks

7. end for

8. hex_symbols =0,1,2,3,4,5,6,7,8,9,A,B,C,D,E,F

9. m_hex =m

10. for0 < < 15do

11. suml[i] =0

12. forl < j <64do

13. if m_hex[j] = hex_symbols[i] then

14. suml[i] = sumli] + j // Calculate the position information of each

character

15. end if

16. end for

17. stepli + 32] = sumli](mod 255) // Perform the modulo 255 operation on the
position information of each character

18. Pk 5o = H?575tepli+32] (5, 49) // Perform (255 — stepli + 32]) operations on

the signature block to obtain the verified public key block
19. end for
2. pk! = pk{,pk}, ..., pk};
21. if pk’ = pk then

22 return true // If the signature value is valid, "true" is returned.
23. else

24, return false // If the signature value is valid, "false" is returned.
25. end if

In the challenge of the first preimage attack, the opponent ADV’s challenge is to calculate
the corresponding input under a given output.

PI‘[y = fh(x);ﬂ — ADV(y) LT = l'/] < Epre-image

In the challenge of the second preimage attack, the opponent ADV knows the input-output
pair (x,y), and its challenge is to find another input 2’ different from the input , but whose
corresponding output is y.

Pr[y = fh(m); CL‘, — ADV(x7 y) X 7£ J}/ ANy = fh(zl)] < Esecond-pre-image

The ability of the SM3-OTS cryptographic scheme to resist different types of attacks is
usually called the security level provided by the protocol. The classical and quantum security
levels provided by hash functions depend on the digest length of the hash functions. Due to the
influence of the Grover search algorithm, the post-quantum security level of hash functions is
relatively lower than that in the traditional attack mode. The hash function with d bit output
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Table 4 Process parameters and signature verification (partial content omitted)

Hash chain Infor.matlon inthe  Corresponding index Verified public
digest value value key block
0 0A 10 10 H255—10(00)
1 Co 192 192 H255-192(57)
31 82 130 130 H?255=130 (4,
32 0 15 15 H25515 (r3)
33 1 362 107 H255-107(g5)
40 8 92 92 H?55-92(54)
41 9 123 123 H255-123(541)
42 A 98 98 H255—98(042)
43 B 46 46 H?255=46(5,4)
47 F 100 100 H2557100(U47)
pk! = H255—10(50), .. H255=130(55), H255—15(g5,), ..., H255—123 (1), H255-98 (),

. H2557100(U47)

length can provide the classical security level of the first and second anti-preimage attacks and
the post-quantum security level of the d/2 bits. However, collision resistance attack is a complex
security requirement, and the hash function with general bit output length d can provide the
classical d/2 security level and post-quantum d/3 security level to resist collision attack.

Anti-first preimage attack requires that the attacker cannot deduce the corresponding input
z from the known hash output y, that is f(z) = y. Assuming that the attacker ADV can forge
the SM3-OTS signature ¢, then ADV must find a valid signature block o corresponding to
the public key block pk;, which is f25° =5 i (0}) = pk;. step’, is the forged hash value of the
message by the attacker. This means that the attacker needs to deduce a signature block o
from the public key block pk;. If the attacker can find this, the attacker has actually cracked the
anti-first preimage property of hash functions.

Assuming that the attacker successfully replaces the signature element, the attacker needs
to find two different signature blocks o; # o/, but they get the same public key block after a
certain number of hash operations, which is f2*°~%i (¢;) = f 255 —step (07). This means the
second preimage attack resistance of the hash function has been cracked, because the attacker
finds two different inputs o; and ¢’ and the two inputs get the same output pk; after the same
hash function operation.

The probability of an attacker successfully forging a signature can be calculated by the
security of the hash function against the first preimage attack and the second preimage attack:
Pauccess < Epre-image 1 Esecond-pre-image- Epre-image 18 the failure probability of the hash function against
the first preimage attack, and €gecond-pre-image 1S the failure probability of the hash function against
the second preimage attack. If the success probability Piccess Of the attacker ADV’s attack on
the hash function employed in the signature scheme is negligible, it means that the hash function
in the SM3-OTS scheme is secure, indicating that the SM3-OTS scheme is a secure digital
signature scheme.

The core of the SM3-OTS scheme is based on hash functions, which are proven to have
strong attack resistance in the face of quantum computing. Unlike signature schemes based
on number theory (such as RSA and ECC), these number theory schemes can be cracked by
quantum computers in polynomial time by adopting the Shor algorithm, but the resistance of hash
functions will only be affected by the Grover algorithm, which is a quantum search algorithm.
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It can speed up the search process at the speed of square roots, but it cannot completely crack
the hash function. Quantum computers can reduce the security of the hash function by half via
employing the Grover algorithm. For example, the Chinese cryptographic algorithm SM3 can
provide 128-bit classical security, but on quantum computers, this security will be reduced to
about 85 bits. This means that quantum computers can reduce the computation amount when
cracking the hash function, but they cannot destroy the security of hash functions. Although
quantum computers can reduce the partial security of the SM3 algorithm by adopting the Grover
algorithm, this can be made up for by increasing the output length of the SM3 algorithm. Thus,
SM3-OTS is still safe and reliable in the era of quantum computing.

6 Key and Signature Size

This section will explain the key size and generated signature size of the SM3-OTS signature
scheme, and compare it with other mainstream one-time digital signature schemes.

6.1 Key and signature size

The private key of the SM3-OTS signature scheme is generated by the iterative operation
of hash functions for secret seed Seed and serial number ¢, while the public key is generated by
hashing the corresponding private key with hash functions. The size of the private key of the
SM3-OTS signature scheme is sk_size = ¢ X 32 = 48 x 32 = 1536 (Bytes). Similarly, the
size of the public key of the SM3-OTS scheme is pk_size = i X 32 = 48 x 32 = 1536 (Bytes).

As the signature blocks of the SM3-OTS signature scheme are the chain nodes on the
corresponding hash chains, the number of signature blocks corresponds to the number of hash
chains, which is the number of private key blocks of the corresponding signature scheme. The
signature size of the SM3-OTS scheme is o_size = ¢ X 32 = 48 x 32 = 1536 (bytes).

SM3-OTS is a post-quantum one-time digital signature scheme based on hash function
design, featuring smaller private keys and signature size and stronger security. For the WOTS+
scheme in SPHINCS™, the Balanced WOTS+ scheme in SPHINCS-«, and the WOTS+C
scheme in SPHINCS™'C, the length of the signature value generated by these mainstream
one-time digital signature schemes is shortened by about 29%, 27% and 26%, respectively,
thus significantly improving signing performance. This reduction not only helps to reduce
the storage and bandwidth requirements but also improves the signature and verification
efficiency. Therefore, SM3-OTS shows great potential in application scenarios that require
efficient signature and verification. Table 5 provides the parameter size comparison between
SM3-OTS and other hash-based one-time signature schemes.

Table 5 Comparison of parameters of several signature schemes

Signature scheme  Security parameter ~ Key size  Signature value size

WOTS 32 2,144 2,144
WOTS—+ 32 2,144 2,144
Balanced WOTS+ 32 2,112 2,112
WOTS-+C 32 2,080 2,080
LMOTS 32 2,144 2,144
SM3-OTS 32 1,536 1,536

6.2 Efficiency analysis of SM3-OTS

In this paper, SM3-OTS is compared with WOTS, WOTS+, Balanced WOTS+, and
WOTS+C schemes. This test is run on AMD Ryzen 7840S CPU (3.3 GHz) equipped with
4 GB RAM, with the test environment of Ubuntu 22.04 LTS. Figures 5-7 show the time
required for key generation, signature generation, and signature verification of the signature
schemes, respectively. According to the experiment, the running time of the SM3-OTS
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digital signature scheme has sound performance. Compared with the WOTS+ scheme in
the NIST standardization algorithm SPHINCS™, the time required for key generation, signature
generation, and signature verification of SM3-OTS is reduced by 27.2%, 18.7% and 25.3%,
respectively, and the running efficiency of SM3-OTS is less different from that of Balanced
WOTS+ in WOTS and SPHINCS-a and WOTS4-C in SPHINCS ™ C. Considering the signature
values generated by the several signature schemes in Table 5, the SM3-OTS scheme has very
sound application prospect.
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Figure 5 Comparison of key generation time of several signature schemes
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Figure 7 Comparison of signature verification time of several signature schemes
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7 Conclusion

In view of the problem that the generated signature value of the existing one-time digital
signature schemes based on hash functions is too long, in this paper we proposed SM3-OTS, a
new one-time digital signature scheme based on hash functions. This scheme provides higher
security than the WOTS and WOTS+ schemes, and the key generation time, signature generation
time, and signature verification time of the SM3-OTS scheme are shorter than those of the above
two schemes. The length of the key pair and signature value of the SM3-OTS signature scheme
is 1,536 bytes, thus greatly shortening the length of the key pair and signature value of OTS
schemes based on hash functions. Therefore, SM3-OTS provides better performance and higher
security. In the future, SM3-OTS can be extended to a stateless digital signature scheme by
expanding binary hash trees to improve the security and signature performance of post-quantum
digital signature schemes based on hash functions.
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