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Abstract With the widespread application of blockchain technology, authenticated storage, as
a core component, plays a crucial role in ensuring data integrity and consistency. In traditional
blockchain systems, authenticated storage is maintained through a series of cryptographic
algorithms, which verify transactions and preserve the integrity of ledger states. However,
the advent of quantum computers has introduced a significant threat to existing blockchain
authentication storage technologies, raising the risk of data breaches and compromised integrity.
The most advanced authenticated storage schemes primarily rely on the bilinear Diffie-Hellman
assumption, which is susceptible to quantum attacks. To enhance the security and efficiency
of authenticated storage, this paper introduces a stateless hash signature mechanism and
proposes the quantum-resistant blockchain authenticated storage scheme EQAS. The proposed
scheme decouples data storage from data authentication, utilizes random forest chains to
efficiently generate commitment proofs, and employs a hyper tree structure to perform efficient
authentication. Security analyses show that EQAS is resistant to quantum algorithm attacks.
Comparative experiments with other authenticated storage schemes demonstrate the superior
efficiency and performance of EQAS in handling blockchain authentication storage tasks.
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In the digital age, blockchain technology has shown its revolutionary potential in
financial services, supply chain management, smart contracts, and other fields with its unique
decentralized characteristics and immutability™-?. As an important part of the blockchain
architecture, authenticated storage technology plays a key role in ensuring data integrity and
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consistency. In traditional blockchains, authenticated storage relies on a series of cryptographic
algorithms, which are responsible for verifying the validity of each transaction, ensuring the
tamper-proof state of the ledger, and providing transparent data access for each participant in
the network>*!,

Although blockchain authenticated storage technology has made remarkable achievements
in ensuring data security and trust, the rapid development of quantum computers poses a

571 The current mainstream

threat to existing blockchain authenticated storage technologies
authenticated storage technologies, such as signature algorithms based on RSA or elliptic curve
cryptosystems, rely on hard problems such as integer factorization and discrete logarithms.
However, with the progress of quantum computing technology, quantum algorithms such as
Shor’s algorithm!® %!
based on these mathematical assumptions. Specifically, existing signature-based authenticated
storage technologies become fragile under quantum attacks, meaning that attackers can forge
authentication information and insert malicious data, while the system cannot detect tampering.
This ultimately results in the loss of data integrity and consistency in blockchain systems. In

addition, hash-based authenticated storage technologies also face threats. For example, quantum

can efficiently factor large integers and thus break encryption mechanisms

computing can use Grover’s algorithm!'® ' to accelerate hash collision searches, reducing
the collision resistance of hash functions, thus making data authentication in blockchains

unreliable!'?.

Therefore, to maintain the long-term security and reliability of blockchain
systems, existing authenticated storage technologies must be improved to ensure resistance
to security threats in the quantum computing era.

There are several blockchain authenticated storage approaches. For instance, simplified
payment verification (SPV)!'"*!'¥ allows Bitcoin light nodes to verify transactions by
downloading block headers and using Merkle tree proofs without downloading the entire
blockchain. SPV light nodes rely on full nodes to provide block headers and transaction proofs
to save storage and bandwidth, making them suitable for resource-limited devices. In Ethereum,
the Merkle Patricia Trie (MPT) structure stores a value in each leaf node, while internal nodes
store the cryptographic hash values of their children. The root hash serves as a commitment to
the blockchain state, ensuring data integrity and verifiability. Li e al.”**! proposed the efficient
blockchain authenticated storage system (LVMT) that adopts a multi-layer design to support
unlimited key-value pairs and stores version numbers instead of hash values, avoiding costly
elliptic-curve multiplication operations and significantly reducing I/O amplification. Zhang
et al."™ proposed a new column-based learning storage mechanism for blockchain systems to
reduce storage size and improve system throughput. However, the above works are based on
hard problems such as discrete logarithms and the bilinear Diffie-Hellman assumption, which
can be solved by quantum computers, leading to potential security risks for authenticated storage

mechanisms!® 171,

In the field of cryptography, many quantum-resistant schemes have been proposed, including
cryptographic systems based on lattice theory, code theory, and multivariate equations. Although
these schemes theoretically offer strong quantum resistance, they share some limitations. For
example, lattice-based encryption schemes, while widely considered strong candidates for
post-quantum cryptography, have high computational complexity and relatively large key and
signature sizes, making them less ideal for blockchain scenarios that require efficient storage
and fast verification. Cryptographic schemes based on codes and multivariate equations face
similar challenges, typically requiring significant computational and storage overhead, resulting
in low efficiency in practical applications. Compared with these complex schemes, hash-based
signature schemes have become a major focus of quantum-resistant cryptography research
due to their simple structure, high efficiency, and ease of implementation. This makes them
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particularly suitable for blockchain environments that require rapid verification of large numbers
of transactions and state data. In addition, the stateless design of hash-based signature schemes
adapts well to blockchain systems, reducing the storage burden and computational complexity of
full nodes, especially in authenticated storage scenarios involving frequent interactions between
light nodes and full nodes. This significantly improves scalability and performance. Currently,
hash-based signature schemes are the first quantum-resistant signature schemes formally defined
in two RFCs!'®2% In this paper, an optimized version of SPHINCS™, one of the nine signature
proposals in the second round of the NIST Post-Quantum Cryptography Standardization Project,
is adopted®!). Tn view of this, we propose a quantum-resistant and efficient authenticated storage
scheme called EQAS, whose main contributions are as follows:

(1) By combining stateless hash signatures with blockchain authenticated storage, in this
paper we propose the first quantum-resistant blockchain authenticated storage mechanism,
which achieves efficient authenticated storage while resisting quantum-era security
threats.

(2) The random forest algorithm is dynamically extended to design the dynamic forest of
random chains (DFORC), optimizing its performance in blockchain scenarios. EQAS
decouples data storage from data authentication, efficiently generates commitment proofs
through DFORC, and employs a hypertree structure for efficient authentication.

(3) Theoretical analysis and experiments are conducted on the security and efficiency of
EQAS, showing that EQAS effectively resists quantum attacks in terms of security and
demonstrates high performance in terms of efficiency.

In Section 1, we introduce related work on blockchain authenticated storage and quantum
attack resistance. In Section 2 the necessary background is presented, including the concepts
of authenticated storage and hash-based signatures. We provide in Section 3 an overview of
the EQAS scheme, including its system model, workflow, and threat model. We detail the
design of EQAS in Section 4. In Section 5, we analyze its quantum security, and we verify the
effectiveness of the proposed scheme through experiments in Section 6. Finally, the paper is
concluded with a summary.

1 Related Work
1.1 Authenticated storage

Initially, in the context of distributed system outsourced storage, authenticated storage
mainly focuses on how to ensure the integrity and availability of stored data when the server is
untrusted. With the rise of cloud computing, cloud storage technology has become a research
hotspot, meeting the storage demands of the big data era by providing dynamic and scalable
storage resources. The key technologies of cloud storage include data encryption, access
control, and data deduplication to ensure data security and privacy?*.
blockchain technology has brought new changes to authenticated storage'. The immutability
and decentralization of blockchain make it show great potential in identity authentication and data
integrity verification. For example, a self-sovereign authentication scheme based on blockchain
and cryptographic accumulators improves system performance and scalability by simplifying
blockchain data storage and reducing the frequency of on-chain data interactions, while also
re-concealing disclosed user data to enhance system security.

The introduction of
[23]

In blockchain systems, authenticated storage usually adopts the Merkle Patricia Trie (MPT)
structure®®, which is a specific form of the Merkle tree. Each leaf node in MPT stores a value,
and the path from the root node to the leaf node corresponds to the key of the stored value. Each
internal node stores the cryptographic hash values of all its children. The root hash of the MPT
serves as a commitment to the blockchain state. However, this kind of authentication comes
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with a heavy performance cost. Modifying key-value pairs in the state requires updating the
hash values of all nodes along the path from the corresponding leaf node to the root. Without
caching, each state update operation expands to O(log(n)) I/O operations, where n is the storage
size. Even a simple payment transaction involves at least two ledger state updates: deducting and
increasing the balance of the sender and the receiver respectively. To improve the MPT structure,
mLSM proposes a multi-layer MPT®), The most recent updates are stored at the lowest layer,
and key-value pairs at lower layers are periodically merged into higher layers. LMPT maintains
three MPTs: one large MPT containing old states and two small MPTs containing recent state
changes®®!. LMPT periodically merges the small MPTs into the large one. For both mLSM and
LMPT, the concatenation of the Merkle roots of all MPTs forms the commitment to the ledger
state. These techniques reduce disk I/O operations on the critical path because the most recently
accessed states are stored in MPTs with smaller heights, and MPT merging can be performed
in background threads. However, the mLSM paper only presents a conceptual design without
implementation or evaluation'>,

In addition, RainBlock, an authenticated storage model based on pre-stored nodes,
introduces three types of nodes in blockchain systems to accelerate transaction execution:
storage prefetchers, miners who execute transactions, and storage nodes®”. During transaction
execution, miners obtain the required data from multiple prefetchers and send updates to multiple
storage nodes, each maintaining an MPT shard in memory. RainBlock replaces local storage
I/0 with network-based distributed storage I/0. To reduce network read latency, RainBlock
introduces an I/O prefetcher and requires miners to attach all accessed key-value pairs and
witnesses (MPT nodes) when broadcasting a block. RainBlock reports an average proof size
of 4 KB per transaction and achieves a 95% reduction through optimization, resulting in an
additional network storage cost of about 200 B per transaction, roughly twice the size of a
normal transaction. However, inefficient network usage creates bottlenecks in high-performance
blockchain systems®!. Moreover, RainBlock is vulnerable to data availability attacks. Due to
the high cost of memory storage, the number of replicas in RainBlock is much smaller than in
Ethereum.

However, all these schemes are built upon mathematical hard problems such as the discrete
logarithm and integer factorization. With the rapid advancement of quantum computing, these
problems may become solvable, causing existing authenticated storage mechanisms to face
significant security risks that threaten data integrity and authenticity. Therefore, it is urgent
to develop blockchain authenticated storage schemes capable of resisting quantum computing
attacks to ensure system security and robustness.

1.2 Quantum-resistant signature

This section mainly discusses the hash-based digital signature algorithm SPHINCS, which
is designed to maintain security in the post-quantum era. With the development of cryptography,
SPHINCS has undergone several iterations, including SPHINCS™ and the recently proposed
SPHINCS-a.

SPHINCS was first proposed at EUROCRYPT 2015%°). 1t uses the quantum-resistant
properties of hash functions to construct a stateless digital signature scheme. This stateless design
means that the signer does not need to maintain any state information about previous signatures,
which is very useful in some application scenarios. SPHINCST!"*! is an improved version of
SPHINCS that preserves the security properties of the original design while improving efficiency
and robustness by introducing new techniques and methods. SPHINCS™ defines three different
signature schemes: SPHINCS T-SHAKE256, SPHINCS*-SHA-256, and SPHINCS ™ -Haraka,
each implemented with a different hash function. The goal of SPHINCS™ is to reduce signature
size while maintaining high security. In its second-round submission, SPHINCS* introduced
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two variants: a simple variant and a robust variant. The simple variant, instantiated under the
pure random oracle model, achieves about three times faster performance than the robust variant
but with a potential security trade-off. SPHINCS-a/?" is a further optimized signature scheme
based on SPHINCS™. It improves signature efficiency by enhancing the Winternitz one-time
signature scheme and introducing a new few-time signature scheme FORC. Compared with
SPHINCS™, SPHINCS-a reduces both signature size and signing time, especially under the
parameter settings aiming for smaller signatures, achieving around 8% reduction. Moreover,
SPHINCS-a demonstrates better performance under fast signing parameter configurations.

2 Basic Knowledge

The method proposed in this paper mainly combines blockchain authenticated storage with
hash-based signatures (including balanced WOTS+, FORC, and the hypertree). The related
concepts and basic knowledge are introduced below.

21 Authenticated storage in blockchains

In standard public blockchain systems, nodes are divided into two types: full nodes and
light nodes. Full nodes synchronize and execute all transactions and maintain the blockchain
ledger state accordingly. A light node (client) only synchronizes block headers and does not
synchronize transactions or the ledger state. When a new block is proposed by a full node, it
executes all transactions in the block and places a commitment to the resulting ledger state in the
block header. Therefore, full nodes maintain a write-back cache during transaction execution
and flush storage after all transactions in the block are executed. Accordingly, authenticated
storage needs to provide two algorithms:

* Get(k) — v: get the value v for the given key k.

o Set({(k,v):}, e) — comm: flush the key-value pairs (k, v) into storage at block number

e and obtain the updated ledger-state commitment comm.
When a light node wants the value corresponding to a key, it queries a full node, which returns the
ledger commitment and a proof associated with that value. The light node then checks whether
the commitment is valid and verifies the correctness of the proof. Therefore, authenticated
storage needs to provide two algorithms for proving and verifying:

* Respond(k) — (v, 7, comm): given the latest commitment, answer with the value v for

key k and a proof 7.
o Verify(k,v, m,comm) — 0/1: verify the response from the full node.

2.2 Hash functions

Tweakable hash function: A tweakable hash function takes the public parameter P, the
tweak 7', and the message m as inputs. The public parameter P can be regarded as keying
material, and the tweak 7" can be regarded as a salt or arandom number. Based on SPHINCS 1! R
we adopt the subsequent simplified representation in this work. For a tweakable hash function
with an input length of k), itis Ths: {0,1}* x {0,1}2°¢ x {0, 1}** — {0, 1}*. The extended
hash function is defined as F' £ Thq, H £ Tho.

Pseudo-random functions and message digest: In this paper, the pseudo-random function
PRF is used to generate a pseudo-random key, which is defined as PRF: {0, 1}* x {0,1}%%° —
{0, 1}>‘, while another pseudo-random function PRF s, is used to generate the randomness for
message compression, which is defined as PRFimse: {0,1}* x {0,1}* x {0,1}* — {0,1}*.
In addition, we use a keyed hash function Hps, that can handle messages of arbitrary length to
compress the message to be signed, which is defined as Hmsg: {0, 1} x {0,1}* x {0,1}* x
{0,1}* — {0,1}*.
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2.3 Balanced WOTS+

The WOTS+ scheme introduces a checksum in the encoding process to prevent attackers
from effectively forging signatures given valid message-signature pairs. Given (o, m), an
attacker can forge any signature m’ satisfying m; < m, for each i by computing H ™ (sk:) =
Frismi (H™i(sk;)), where H is the hash function. The checksum solves this problem: any
change in m; will result in a change in the checksum C. Therefore, the adversary cannot forge
(m/,C").

Size-optimal encoding™": In WOTS+, the encoding function appends the checksum to
the end of the original message. The message size [ is fixed, and the total encoded length

is minimized. However, the WOTS+ encoding method has a problem of low message-space
utilization because the checksum occupies part of the encoding space. To maximize message-
space utilization, balanced WOTS+ first fixes the encoding size [. To accommodate the largest
possible message space, this encoding method ensures that the sum of all codewords in the
encoding process is constant, thus eliminating the need for a checksum. To realize balanced
WOTSH, let

Dn,m =

{vE[w]":Zvi:m} (1)

where D, ,,, represents the number of possible codewords whose sum of the first n elements
equals m. The initial value is defined as

Dim=1me{0,1,...,w—1} @
Dn,mzo, QS’IIGZ, m627
and the recursive relation is
w—1
Dnm=3 Dpam-i2<n€Z, me{0,1,... 1w—1)} 3)
i=0

Next, the recursive relation in Equation (3) is explained. To compute D, ,,, first consider
the last summand, which can take any value in {0,1,...,w — 1}. Assume this value is i,
then the sum of the previous n — 1 elements must be m — ¢. Therefore, the problem “the sum
of n elements equals m” can be reduced to “the sum of n — 1 elements equals m — ¢”. By
this deduction, Dy, ,, can be computed by simply summing up D,,_1,m—;. According to this
method, the specific balanced WOTS+- signature algorithm is as follows.

In Algorithm 1, the private key sk consists of [ random data blocks, namely sk = (sk1,
ska,...,sk;), ski € {0,1}*. The public key {pk;}._, is generated by iteratively applying the
hash function to each block in the private key w — 1 times, i.e., pk; = F “’_1(ski). Finally,
these blocks are merged into the public key pk through the tweakable hash function Th; (see
Section 2.2 for details), that is pk = Thi(pki1, pke, ..., pk:). For a signature consisting of [
blocks SIGy., the verifier applies the hash function to each block w — 1 — d[i] times, that is
pkj = F*~1=4(SIGy,[i]). Finally, the verifier uses the tweakable hash function Th; again
to merge these blocks into pk’, that is pk’ = Thy(pk1, pk5, - . ., pk]). If pk = pk’, the verifier
accepts the signature.

24 Hypertree

Before introducing the hypertree, the Merkle tree is first described. To sign oM messages,
the signer generates 2" WOTS+ key pairs and uses these 2k public keys as the leaf nodes
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to build a binary tree. Specifically, for each pair of leaf nodes, the signer repeatedly applies
the hash function to generate the corresponding parent node until reaching the root node of the
tree, which serves as the public key of the tree. When signing, the signer selects a WOTS+
leaf node and publishes the WOTS+ signature together with the sibling nodes of all nodes
along the path from the leaf node to the root node, which constitutes an authentication path (see
Figure 1 for details). The verifier first obtains the WOTS+ public key from the signature and
then reconstructs the root node using the nodes on the authentication path and their siblings.

Algorithm 1. bw_sig.

Input: [, w;

Output: SIGy,,.

1. Let d be an array of size [;
2.m=[l(w—1)/2];

3 fori=1[to1ldo

4 for j = 0 to min{w — 1, m} do
5 ifx > D;_1 5 then

6. T=z—Di15-j;

7. else

8 dli] = 73

9 break;

10. end if

11. end for

12. m=m — d[i;

13. end for
14. SIGy, [i] = FUD (sk;);
15. return SIGy,,;

Figure1 Authentication path (the third leaf node is shown in black)

Note that to generate a root node that can verify b messages, all leaf nodes need to be
hashed. Signing all messages in a single Merkle tree is infeasible in practice. Therefore, this
problem is solved by using a hypertree, as shown in Figure 2. It can be used as an authentication
tree, consisting of d layers, where the leaf nodes at the bottom layer are dedicated to signing
messages (in this paper, the signed message is the DFORC public key). In contrast, the leaf
nodes at higher layers are used to sign the root nodes of the lower-level subtrees. From the lowest
leaf node of the hypertree to the topmost root node, the WOTS+ signatures and authentication
paths together form a complete authentication path. Importantly, all the leaf nodes of each
intermediate tree are deterministically generated WOTS+ public keys, independent of any trees
below. This means that the hypertree exists virtually, and the complete hypertree does not need
to be generated during computation. In the key generation process, only the topmost subtree
is computed to generate the public key. The total height of the hypertree is denoted as h, the
number of intermediate layers as d, and b’ = h/d.
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Hash node

0TS node

FT5 node

Commitment

Figure 2 Hypertree structure (h =9, h' =3,d=3)

2.5 FORC

FORC (forest of random chains) is a variant of few-time signature schemes. The Winternitz
method can use a hash function to encode multi-bit messages into a single block. Based on this
idea, we integrate the hash chain into the leaf nodes of the FORS signature!®'. The parameter w
denotes the Winternitz parameter, which determines the length of the hash chain. The structure
shown in Figure 3 is composed of parameters k, a, and w’.

&

: : O ¢ ol cNeNeNoNeoNe D O O O ¢
00000000 0000000000000 NO0
DOm0 00o0DO0 O0oO00o0Do0o0o0DoDo0ooDo0Do0o0g
Figure 3 Tllustration of a FORC signature for message 010101100110011 (k =3, a = 3, and w' =2)

¢ Key generation: the public key is generated from the roots of k trees using the hash
function Thy,, with each tree containing ¢ = 2 chains attached to its leaf nodes. First, ¢
blocks are randomly generated, and then the hash function F' (as defined in Section 2.2)
is iteratively applied w’ times to each block to construct the root nodes. Finally, the
endpoint blocks are treated as leaf nodes and are hashed upward step by step to the root
nodes of the Merkle trees.

* Signature and verification: given a message of k(a + logw’) bits, it is divided into k
blocks, each consisting of (a + logw’) bits. Each block indicates the index of a leaf
node and its position within the corresponding Merkle tree. The signature consists of the
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selected nodes and their respective authentication paths (see Figure 1 for details). The
verifier uses the authentication paths to reconstruct each root node and then uses Thy, to
rebuild the public key.

3 Overview of the EQAS Scheme

This section introduces EQAS from three aspects: system model, workflow, and threat
model. The system model describes the functions of light nodes and full nodes. The workflow
explains the complete process of authenticated storage through examples. The threat model
defines the behavior and potential attack methods of each entity. For clarity, the meanings of
related symbols are given in Table 1.

Table1 Symbols

Symbol Meaning
n Security parameter in bytes
h Height of the hypertree
k Number of trees in DFORC
w’ Number of nodes in a DFORC hash chain

Winternitz parameter
Number of layers in the hypertree
Number of leaf nodes in a DFORC tree

- a8

3.1 System model

The architecture of EQAS mainly consists of two entities: light nodes and full nodes.

(1) Light nodes: light nodes are responsible for verifying the correctness of transactions
and states on the blockchain. They only store block headers, which greatly reduces
the demand for storage space and computational resources. To verify data authenticity,
a light node requests transaction proofs and state commitments from a full node and
independently verifies the returned results. This verification process reduces the storage
burden on light nodes, enables them to participate efficiently in the system, and improves
overall scalability.

(2) Full nodes: full nodes store the complete blockchain data, handle the verification and
recording of all transactions, generate and maintain the latest blockchain state, and provide
data verification services for light nodes. When a light node requests a transaction proof
or a state commitment for a block header, the full node returns the corresponding proof
data. Full nodes ensure data integrity and consistency by generating transaction proofs,
Merkle root hashes, and related commitments.

Between these entities, after a light node sends a request, the full node generates the proof
and sends it back to the light node. The light node then independently verifies the proof and
updates its local state information.

3.2 Workflow

In the complete authenticated storage workflow of the blockchain, a user first initiates and
signs a transaction, then broadcasts it to the network. Full nodes receive and verify the transaction
and temporarily store valid transactions in the transaction pool in memory. Subsequently, a full
node creates a new block that packages these transactions, generates the block hash, and submits
the new block through the consensus mechanism. After the new block is verified and accepted
by other full nodes in the network, the block’s transaction data and state changes are written
into the blockchain database, and the current ledger-state commitment (such as the Merkle root
hash) is generated to ensure data immutability and verifiability.
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At this stage, the light node requests a proof to verify a transaction or a state. The specific
interaction process is as follows:

ey

@

3)

“

)

Light node sends a request. The light node does not store the full blockchain data. When
it needs to verify a transaction or a state, it sends a data request (such as a transaction
existence proof or the latest state commitment) to the full node, including the transaction
identifier or the hash of the state.

Full node generates the proof. Upon receiving the request, the full node generates the
corresponding transaction proof or state commitment proof based on the light node’s
request. This process includes retrieving the corresponding transaction or state data from
the blockchain, constructing the Merkle-tree verification path, and providing the latest
block-header information as part of the proof.

Full node returns the proof. The full node returns the generated proof data to the
light node. These proofs include: the existence proof of a transaction (the Merkle-tree
verification path), which allows the light node to verify whether the transaction truly
exists in a specific block; the state commitment proof, in which the full node returns the
latest state commitment information to prove that the state has not been tampered with
since the last submission.

Light node verifies the proof. After receiving the proof, the light node uses the
latest block-header information returned by the full node to verify the integrity of the
transaction or state. By verifying the Merkle path or state commitment, the light node can
independently confirm whether the requested data is authentic and reliable, then update
its local blockchain state.

Verification results. After verification, if the proof is valid, the light node updates its
local state and regards the transaction or state as valid. If the verification fails, the light
node discards the returned result and may attempt to obtain a correct proof from other
full nodes.

Through this interaction mechanism, light nodes can ensure the authenticity and integrity
of transactions and states without downloading the entire blockchain data.

3.3 Threat model

In constructing the threat model for a quantum-resistant blockchain authenticated storage
system, we assume that light nodes are honest verifiers and specifically consider full nodes as
potential attackers. This assumption is based on the following considerations:

ey

@

Differences in resource capacity between light nodes and full nodes. Light nodes are
typically resource-constrained devices. They do not store complete blockchain data but
only keep block headers and rely on full nodes to provide transaction proofs and state
commitments. Because the main task of light nodes is to verify the proofs provided
by full nodes, and they lack the ability to tamper with transactions or generate forged
data, their only goal is to ensure the authenticity and integrity of the received proof data.
Therefore, light nodes are considered honest verifiers.

The key role of full nodes in the network. Full nodes store all blockchain transaction data
and state information, and are responsible for generating and maintaining them. In this
process, full nodes can influence the ledger state and provide data services to light nodes.
This role makes full nodes potential attack targets. For example, a dishonest full node
may forge transaction proofs, tamper with state data, or return incorrect information to
light nodes through quantum attacks, thus compromising system integrity and security.
Therefore, full nodes are modeled as potential attackers.

Because full nodes may possess quantum computing capabilities, they can directly threaten
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blockchain authenticated storage. A quantum adversary may exploit quantum algorithms to
undermine blockchain security. Based on the above analysis, a full node adversary may employ
the following attack methods:

(1) Shor’s algorithm® '31: this algorithm efficiently factors large integers, thus breaking RSA
and other public-key cryptosystems based on integer factorization. An attacker could
use this algorithm to forge digital signatures generated by full nodes and insert malicious
data, making it difficult for light nodes to detect tampering.

(2) Grover’s algorithm''”: Grover’s algorithm accelerates hash-collision searches and
weakens the security of hash-based authenticated storage mechanisms. Such quantum-
accelerated attacks may cause hash commitment mechanisms to fail, thus affecting the
verification results of light nodes.

(3) Data forgery and tampering: as attackers, untrusted full nodes can forge signatures,
fabricate authentication information, or insert malicious data, making the system unable
to detect tampering and ultimately compromising the integrity and authenticity of the
blockchain.

Following the security definition in Ref. [19], we formally define the quantum-resistant
security of this paper as follows:

Definition 1 (PQ-EU-CMA). Let SIG = (kg, sign, vf) be a digital signature scheme.
The success probability of a quantum adversary A is defined as

Succsion " (A) = Pr[of (pk, M*, 0™)
=1AM" ¢ {Mi}gi”(sk’pk) — kg(); (M*, o_*) - Asign(sk;)] )

where M, ..., M,, are messages submitted by A to the signing oracle. The PQ-EU-CMA
insecurity of SIGN is defined as the maximum success probability among all quantum adversaries
with computation time £ and query complexity g5

InSec™® ™ MA(SIGN, €, g.) = max {Succg}éﬁMA(A)} )

4 Quantum-resistant and Efficient Blockchain Authenticated
Storage Scheme —EQAS

In this section, EQAS uses a key-value pair database as the backend and maintains a key-
value mapping tuple (KV, VM, ID), where KV stores key-value pairs, VM stores version numbers
of the keys, and ID stores the index corresponding to each key. When the blockchain processes
a block, the block contains key-value pairs, each with a version number starting from 0. Next,
the variant DFORC of FORC is introduced, followed by the design details of EQAS. The EQAS
framework is shown in Figure 4.

41 DFORC

The typical FORC structure is static. Once the FORC is constructed, the private key is
not updated until the signature limit is reached, and the FORC structure remains unchanged. In
addition, because the FORC structure depends on the construction of the private key, if the private
key remains the same, the structure also stays unchanged. However, in a public blockchain, such
a static FORC structure cannot be used to generate commitments, since commitments change as
key-value pairs are updated. Therefore, dynamically generating FORC commitments becomes
a challenge. To address this issue, we propose DFORC in this work. In DFORC, only the nodes
on the tree are updated, while the private key stored in the hash chain remains unchanged. When
a new key-value pair selects the same index on the same tree, the leaf node corresponding to
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that index is processed and hashed. The number of hash iterations depends on how many times
that index has been selected. Then, the nodes on the path from the leaf node to the root node are
updated step by step, eventually producing a new root node, which serves as the commitment.

Query value by key
{
Read/write ) ® ] /,‘\
Full node operation Key-value database "T‘/\ﬁ /ﬁ r‘,ﬁ
L
& E & i / ~ °
il & & h Veri . ' A
[y - - il Y- - - o} : _— Q Q O
Bl 2 YasobaE Commitment 8|£‘> F’\‘\F‘/lﬁ&r/\ﬁ
" Light node &
DFORC structure Blockchain . \
P
Store in block header ks {E ‘x ks
Proof ‘ ‘ Commitment

" HypertreesT‘ucture
Return proof corresponding to key

Figure4 EQAS framework

In traditional blockchain authenticated storage, MPT is a commonly used data structure for
generating transaction existence proofs and state commitments. However, a key bottleneck of
the MPT structure is that each time the state is updated, not only the hash values of the involved
path nodes should be updated, but also a large number of disk I/O operations are required. This
is because the data storage of MPT usually involves disk read and write operations, and updating
each node along the path results in frequent I/O access. The DFORC proposed in this paper
also needs to update the nodes along the path, but unlike the traditional MPT structure, DFORC
is designed to avoid additional disk read/write operations. DFORC optimizes the state storage
structure into multiple independent hash chains that together form a random forest structure,
allowing each state update to be limited to the relevant hash chain without involving nodes on
other unrelated chains. Although this design still requires updates to the nodes along the hash
path, DFORC greatly reduces the frequency of disk reads and writes through caching mechanisms
or in-memory node management. Specifically, when a state update occurs, DFORC only needs
to update the hash chain involved in the current state change, without frequently accessing the
disk. By avoiding extensive read and write operations on unrelated nodes, DFORC effectively
mitigates the disk I/O bottleneck. This not only significantly improves update efficiency but also
reduces the storage pressure on full nodes.

4.2 Initialization

First, compute the randomizer R, the message digest md’, and its corresponding index in
DFORGC, so that they can be used to generate commitments and proofs later. See Algorithm 2
for the specific process. To generate EQAS, the random number generator is called three times
to produce SK.seed, PK.seed, and SK.prf (line 1 of Algorithm 2). Then, R is generated based
on key and SK.prf, and defined as

R = PRF(SK.prf, Optrand.key) (6)

where Optrand is an n-byte string, initialized to 0, and can be optionally set by randomly
overwriting with 1 s. By adding extra randomness, R becomes non-deterministic, which helps
to resist side-channel attacks. Then, we derive the index idx used, and md:

(md||idz) = Hmsg(R, PK.seed, PK.root, key) )
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where Hgg from Section 2.2 is used, PK.root comes from the top root node of the hypertree (see
lines 1 to 14 in the hit_sig Algorithm ), and md has alengthof m = |(ka+7)| + [(h—h/d+
7)] + [(h/d 4+ T)] bits. According to the selected parameters (lines 5 to 7 of Algorithm 2),
(md||idz) is divided into md’, the tree address idx_tree, and leaf index idx_leaf, where m
bytes are needed for the message digest md’, ma bytes for the tree address, and m3 bytes for the
leaf index, so that m = m1 + ma + ms. Then, md’ is split into k characters of log(t) bits to
generate the index array idx[k], where k is the number of DFORC trees and ¢ is the number of
leaf nodes. For example, idx[k] = [2, 5,7, ...]. Each of these k indices corresponds to each sk
in DFORC. Specifically, the first index selects the second sk in the first tree; the second selects
the fifth sk in the second tree; and so on, the last index selects the idx[k — 1]-th sk in the last
tree. Subsequently, the index corresponding to the key is added to ID.

Algorithm 2. Initialization.

Input: key;

Output: md’, idx_tree, idx_leaf.

. SK.seed, SK.prf, PK.seed <— Random(n);

. PK.root < ht_sig() (See lines 1 to 14 in Algorithm 7);

. Generate R according to Eq. (6);

. Generate (md||idz) according to Eq. (7);

md’ is front | ka + 7| bits in (md||idx);

. idx_tree is following | (h — h/d + 7)| bits in (md||idz);
. idx_leaf is back |h/d + 7] bits in (md||idz);

. return md’, idx_tree, idx_leaf.

® NS U R W N R

4.3 Commitment and proof
4.3.1 ADRS scheme

The ADRS scheme adopts a set of address operations, and all the specific operation methods
are presented in Ref. [30]. All nodes update their addresses after each hash call. For different
use cases, there are five types of addresses: the first type is used for the hash function in the
balanced WOTS+ (BW) scheme, the second type is used to compress the BW public key, the
third type is used to hash the Merkle tree in the hypertree, the fourth type is used to hash each
tree in the DFORC, and the last type is used to compress the root node of the DFORC. As
shown in Figure 5, the layer address indicates the height of the node in the hypertree, and for
the bottom tree, the layer address is 0. The tree address indicates the position of the node in the
hypertree starting from the leftmost tree index 0. 7ype indicates the type of address: BW hash
address is 0, BW public key compression is 1, hash tree address is 2, DFORC address is 3, and
DFORC root node compression is 4. The hash address represents the address of the key-value
pair. The tree height indicates the height of the node in the DFORC. The tree index is calculated
in Section 4.3.2.

layer address tree address

type hash address tree height tree index

Figure 5 Address structure

To manage types in the pseudocode provided in the rest of this paper, we assign specific
constants for easy reference. These constants are: BW_hash, BW_pk, DFORC_tree, and
DFORC _roots.
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4.3.2 Generate commitment

dforc_Keygen(PK.seed, SK.seed, ADRS, idx, s) — dforc.,,, dforc,,.: This algorithm gener-
ates the DFORC public/private key pair. With PK.seed, SK.seed, ADRS, idx, and the start index s
as inputs, and combined with the tree index and height, the nodes in the tree are generated in turn.
Specifically, the tree height and index are set via ADRS.setTreeHeight() and ADRS.setTreeldx().
Then, the private key is generated by Eq. (9). Next, by traversing each tree, nodes are generated
layer by layer. During this process, the ADRS scheme controls the tree index and height. The
nodes at each layer of the tree are generated iteratively, and finally the root node is computed and
the key is returned. The complete process is shown in Algorithm 3. Th and H are described
in Section 2.2. ADRS operations follow Ref. [30].

Algorithm 3. dforc_Keygen.

Input: PK.seed, SK.seed, ADRS, idx_tree, s;
Output: dforcg, dforc,,.
1. ADRS.setTreeHeight(0); ADRS.setTreeldx(idx_tree);
2. Generate the private key dforc_sk according to Eq. (9);
3 fori=0tok —1do
4. for¢g=0toa —1do
for j = Otow’ do
leaf[q][j] = F (PK.seed, ADRS, sk);
end for
nodeli)[q] = leaf[w'];
end for
10. ADRS.setTreeHeight(1);
11 ADRS.setTreeldx(s + );
12. while (Stack.top.height == node.height) do

® ® N @

13. ADRS.setTreeldx((ADRS.getTreeidx() — 1)/2);

14. node = H (PK.seed, ADRS, (Stack.pop()||node));

15. ADRS.setTreeHeight = (ADRS.getTreeHeight() + 1);
16. end while

17. Stack.push(node);

18. root[i] = Stack.pop();

19. end for

20. ADRS.setType(DFORC _roots);
21. dforc,. = Thy.(PK.seed, ADRS, root[0]]] . ...

22. return dforcg, dforcpk.

[root[k — 1]);

In ADRS, the tree index part is computed as
tree_index = i X t + idx[i] (8)

and the private key is generated from SK.seed and ADRS via PRF:
dforc,;, = PRF(SK.seed, ADRS) )

Then, we iteratively apply F to each private key w’ times and add the result of each hash to
leaflq][w’ + 1] = [F?, F'', sk[q]], which represents the nodes on the hash chain of the g-th leaf
node, as described in Section 2.2. Each hash value serves as a node on the hash chain, and the
final hashed node is used as the leaf node. Starting from the leaf node, the nodes at each layer
are then generated according to lines 3—18 in Algorithm 3 until the root node is obtained.

4.3.3 Generation proof

dforc_sig(PK.seed, ADRS, SK.seed, idx, md’) — SIG.: The full node generates the
corresponding proof via this algorithm. The inputs are md’, SK.seed, PK.seed, ADRS, and idx.
The output is the DFORC signature SIG s, i.€., the proof. This proof is a string array of length
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k(log(t) + 1), where k is the number of Merkle trees and ¢ is the number of leaf nodes, and it
contains the nodes on the authentication path from the leaf to the root. The elements of each
authentication path consist of n-byte private keys and the corresponding nodes in the tree. The
authentication path is shown in Figure 1. During the actual generation process, each node in the
authentication path is computed using SK.seed and ADRS through the pseudo-random function
PRF. For each key, the algorithm generates the corresponding authentication path by traversing
the Merkle tree and combines these paths with the signature to produce the complete proof.
For the specific process, see Algorithm 4. The related operations and some functions (e.g.,
(SIGxuss-getAUTH)) are described in Ref. [30].

Algorithm 4. dforc_sig.

Input: PK.seed, SK.seed, ADRS, idx, md’;
Output: SIG .

1. fort =0tok — 1do

2. ADRS.setTreeHeight(0);

3 ADRS.setTreeldx(i X t + idx[i]);

4 SIG 4orc|i] = PRF(SK.seed, ADRS);

5. forj=0toa—1do

6. s = (idx/27) ® 1;

7 AUTH([j] = SIGxuss.getAUTH(j);
8 end for

9. SIG jfore = SIGgporc ) ||AUTH(5];

10. end for

11. return SIG ¢}

4.4 Hypertree structure

In this section, we elaborate on the construction process of the hypertree. Since all the leaf
nodes in the hypertree are balanced WOTS+ (BW) public keys, BW is introduced first, and then
the hypertree is constructed based on BW.

4.4.1 BW signature

First, it is necessary to call F' w X [ times (see Section 2.2) to generate the corresponding
bwpr. When computing F'* (sk; ), the address of the private key is changed in each iteration.
During each iteration, ADRS and PK.seed are used together to compute the new hash value. The
updated address corresponds to the current node’s position in the hash chain and is used as input
for the next step. This design ensures the unpredictability of each hash step and enhances the
scheme’s quantum resistance. This process is described in detail in Algorithm 5. By updating
the hash and the private-key address, the hash value of each iteration in the hash chain is output
(with ¢ denoting the start index). ADRS operations follow Ref. [30].

bw_Keygen(PK.seed, ADRS, SK.seed) — (bwpi, bwy): The full node uses this algorithm
to generate BW public/private key pairs. Each n-byte string in the private key is generated
from SK.seed and the address ADRS. The corresponding public key is generated by hashing
the private key w times. Specifically, each private key is hashed with the ADRS address to
generate the corresponding public key. During this process, the private-key address is updated
according to the hash-chain structure, and each iteration result is computed via the chain function
(Algorithm 5). Algorithm 6 shows the steps for generating BW key pairs. ADRS operations
follow Ref. [30]. Using ADRS.setChainAddr() and ADRS.setHashAddr(), the corresponding
addresses are set, and hashing is performed for each private key to generate [ BW key pairs.
Then, bwy is computed as follows:

bwpk = Thy(PK.seed, ADRS, bwy[0]]] . . . [[bwp[l — 1]) (10)
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Algorithm 5. chain.
Input: PK.seed, ADRS, r, s, 1;
Output: Hash value of r after s iterations.
if s = 0 then
return r;
end if
. if (i +s) > w — 1then
return NULL;
end if
tmp = chain(PK.seed, ADRS,r,s — 1,1);
. ADRS.setHashAddr(i + s — 1);
. tmp = F(PK.seed, ADRS, tmp);
. return rmp;

© ® NS U R e PR

=
=)

Algorithm 6. bw_Keygen.

Input: PK.seed, SK.seed, ADRS;
Output: bwg, bwpy.

1. for: =0to !l do

2 ADRS.setChainAddr(i);

3 ADRS.setHashAddr(0);

4 bwg[i] = PRF(SK.seed, ADRS);
5. end for
6
7
8
9

. for; =0toldo
ADRS.setChainAddr(j);

ADRS.setHashAddr(0);
tmp[j] = chain(bwg[j],0,w — 1, PK.seed, ADRS);
10. end for

11. Generate bwy; according to Eq. (10);
12. return bwg, bwpy;

bw_sig(PK.seed, ADRS, SK.seed) — SIGy.,: According to the size-optimal encoding (see
Section 2.3), we use the BW private key to generate SIGy.,. See Algorithm 1 for the specific
process (see Section 2.3 for details).

4.42  Hypertree signature

This section explains how BW is combined with the Merkle tree to generate the hypertree
(HT), thus generating a signature scheme with fixed input length. The public key of HT is
located at the root node at the top level. The generation process of the hypertree signature is
explained below.

ht_sig(PK.seed, SK.seed, ADRS, idx_tree, idx_leaf) — SIGn: Light nodes use this
algorithm to generate HT signatures. In the hr_sig algorithm, the inputs include SK.seed,
PK.seed, idx, and ADRS, where idx selects the hypertree leaf that signs the message. The
algorithm first generates the authentication path AUTH[j] by setting relevant parameters, then
uses the hash function H (see Section 2.2) to compute node hashes from the bottom leaves
upward, and finally outputs the signature SIGn:. Note that idx is passed as two separate
parameters: one handles the tree index, and the other represents the leaf index in that tree.
Specifically, the algorithm calls the index addresses of tree nodes via ADRS.setTreeldx and
generates the authentication-path nodes layer by layer. According to adjacent nodes in the
authentication path (obtained via AUTH[7]), nodes are computed recursively and finally merged
to obtain the root root. The detailed process is shown in Algorithm 7, where h’ denotes the height
of the Merkle tree in HT. For ADRS operations and functions such as SIGxuss and ADRS.set,
please refer to Ref. [30].
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Algorithm 7. ht_sig.

Input: PK.seed, SK.seed, ADRS, idx_tree, idx_leaf;
Output: SIG, root.

1. ADRS.setLayerAddr(0);

2. ADRS.setTreeAddr(idx_tree);

3. forj =0toh/ do

& AUTH[j] = SIGxyss.getAUTH(j);

5 ADRS.setTreeHeight(j + 1);

6. if (idz/27)%2 == 0 then

7. ADRS.setTreeldx(ADRS.getTreeldx() /2);

8 node[1] = H(PK.seed, ADRS, (node[0]||AUTH[3]));
9. else

10. ADRS.setTreeldx(ADRS.getTreeldx() — 1)/2);

11. node(1] = H(PK.seed, ADRS, (AUTH([j]||node[0]));
12. end if

13. end for

14. root = node|0];

15. forj=1tod — 1 do

16. front | h/d] bits in idx_leaf = idx_tree;
17. back |h — (5 4+ 1) x (h/d)] bits in idx_tree = idx_tree;
18. ADRS.setLayerAddr(j);

19. ADRS.setTreeAddr(idx_tree);

20. ADRS.setType(BW_hash);

21. ADRS.setKeypairAddr(idx);

22, Generate SIGy,, according to Algorithm 1;
2. tmp = SIGy,||AUTH; SIG,[] = NULL;
2. SIGy,: = SIGy||tmp;

25. end for

26. return SIGy,, root;

4.5 Authentication

In this section, we verify the validity of the commitment and the correctness of the proof.
Only when both are successfully verified, the corresponding key is authenticated. The detailed
authentication process is as follows.

proof ver(SIGr., PK.seed, ADRS, md', dforc,;) — (True/False): The algorithm is used
to verify the signature provided by dforc_sig. The input includes SIGu., the public key
seed PK.seed, the private key seed SK.seed, the address ADRS, and the message digest md’.
First, the algorithm computes the leaf node index corresponding to the message digest md’ and
finds the private key SIG jpr..getsk(i) stored in the signature. Then, the node is generated by
applying F' (see Section 2.2 for details), and according to the authentication path provided by
SIG 4orc.getAUTH (i), the nodes of each layer are computed successively from the leaf node up
to the root node of the tree, denoted as dforc; i~ Finally, dforc;k is compared with the public key
dforc,. If the two match, the algorithm returns True; otherwise, it returns False, indicating that
the signature is invalid. This process is given in Algorithm 8, where SIG .. getsk(t) returns the
i-th private key stored in the signature, and SIGyp.getAUTH(%) returns the i-th authentication
path. The functions Thy, and H are described in Section 2.2, and the operations related to ADRS
are given in Ref. [30].

com_ver(SIG_ht, PK.seed, root, ADRS, idx_tree, idx_leaf,md’) — (True/False): The
algorithm is used to verify whether the root node of the hypertree (HT) matches the provided
commitment. First, the algorithm finds the leaf node corresponding to the message through
the index idx_leaf, and then reconstructs the HT layer by layer using the signature values and
hash values in the authentication path provided in hz_sig. By recursively hashing the signature
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values returned by SIGy,.getsig(), the algorithm constructs the internal nodes of the tree layer
by layer and finally derives the root node root’. If the calculated roof' matches the provided
root, the algorithm returns True, indicating successful commitment verification; otherwise, it
returns False, indicating verification failure. The detailed process is shown in Algorithm 9, and
the operations related to ADRS are taken from Ref. [30].

Algorithm 8. proof_verify.

Input: SIG 5, PK.seed, ADRS, md’, dforc,;

Output: True/False.

1. fori =0tok —1do

idx[i) = | x log(t)] to [ (i + 1) x log(¢) — 1] bits of md’ ;
3 dforcy, = SIGgpr. .getsk(i);

4 ADRS.setTreeHeight(0);

5. ADRS.setTreeidx(i X t + idx[i]);

6. node|0] = F(PK.seed, ADRS, dforcg,);
7.
8
9

N

auth[i] = SIG gorc.getAUTH (1)
ADRS.setTreeldx(i X t + idx[i]);
forj=0toa—1do

10. ADRS.setTreeHeight(j + 1);

11. if idx[j]%2 == 0 then

12. ADRS.setTreeldx(ADRS.getTreeldx() /2);

13. node(1] = H(PK.seed, ADRS, (node[0]||auth[0]));
14. else

15. ADRS.setTreeldx((ADRS.getTreeldx() — 1)/2);
16. node[1] = H(PK.seed, ADRS, (auth[j]||node[0]));
17. end if

18. node|0] = nodel[1];

19. end for

20. root[i] = node[0];

21. end for

22. dforc.setType(DFORC_roots);

23. dforc.setKeyPairAddr(ADRS.getKeyPairAddr());
2. dforc,, = Thy,(PK.seed, dforc,y., ADRS, root[0]|| . ... ||root[k — 1]);
25, if dforc[’,k == dforc,, then

26. return True;

27. else

28. return False;

2. end if

4.6 Commitment and proof update

When a key-value pair is added, it is first checked whether the key-value pair exists in the

tuple KV. Now let us discuss two cases.

¢ Case 1: if it does not exist, the commitment value remains unchanged, but the proof
changes. In other words, every time a new key-value pair is verified, the commitment
value is the same as the previous one, but the generated proof differs because the DFORC
node selected by the key-value pair has changed. Subsequently, verification is performed
according to Algorithms 1-9.

* Case 2: if it exists, both the commitment value and proof are modified, and the version
number corresponding to the tuple VM is increased by 1. According to the corresponding
index in the tuple, the corresponding leaf node is hashed VM[k] times, and the path
from the leaf node to the root node is adjusted according to the Merkle tree to generate
a new commitment value and proof. Next, re-authentication is performed according to
Algorithms 1-9. Please note that when verifying the correctness of the proof, ID[key]
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also needs to be hashed VM|[k] times to obtain the new leaf node of the reconstructed
DFORC.

Algorithm 9. com_ver.

Input: SIGy,, PK.seed, root, ADRS, idx_tree, idx_leaf, md’;
Output: True/False.

1. ADRS.setLayerAddr(0);

2. ADRS.setTreeAddr(idx_tree);

. forj =0tod — 1do

idx_leaf is front | h/d] bits in idx_tree;

idx_tree’ is back |h — (j + 1) x (h/d)] bit in idx_tree;
tmp = SIGp,.getsig(j);

ADRS.setLayerAddr(j);

Generate root’ according to Algorithm 7, lines 1 to 14;
. end for

10. if root’ == root then

11. return True;

12. end if

13. else

14. return False;

15. end if

© ® NS U koW

5 Security Analysis

In this section, we prove the quantum security of the scheme through the following theorem.
It should be noted that ' and H are simply substitute hash functions of Th, where F' corresponds
to message length n, and H corresponds to message length 2n.
Theorem 1. For the parameters n, w, h, d, m, t, and k in the scheme, EQAS is PQ-EU-
CMA secure if the following conditions are satisfied:
* T} (and thus F' and H') has post-quantum single-function multi-target collision resistance
under different tweaks;
e I, under different tweaks, has post-quantum single-function multi-target second-
preimage resistance;
* PRF and PRF s, are families of post-quantum pseudo-random functions;
* Hpse has post-quantum interleaved-target subset resistance.
More specifically,

InSecPQ"EU'CMA(EQAS; £,q5) < InSecPQ'PRF(PRF; &q)+ InSecPQ'PRF(PRFmSg; £,qs)
+ InSecPQ'ITSR(HmSg; &,qs) + InSec"TMTR(T, ¢ q0)
+3- InSecPQ'SM'TCR(F; &, q3) + InSecPQ'SM'DSPR(F; &, q3) (11)

where the concepts PQ-PRF, PQ-ITSR, and PQ-SM-TCR appearing in the above equation follow
the definitions in Ref. [19].

We first estimate the insecurity level using a generic attack model with a fixed number of
signature and oracle queries, and then compute the adversary’s computational complexity to
determine its success probability in the EU-CMA game.

Proof: The proof of security in this section follows the methodology in Ref. [19]. To prove
the EU-CMA security of the EQAS scheme, we introduce five games (GAME.O to GAME.4) to
gradually establish the upper bound of the adversary’s success probability. Each game represents
a different abstraction of the signature scheme, allowing detailed analysis of its security. In
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GAME.0, the adversary faces a real signature environment, where it can issue queries, obtain
valid signatures, and attempt to find vulnerabilities for forgery. In GAME.1, we replace the
output of the pseudo-random function (PRF) used for generating BW and DFORC private keys
with uniformly random values. This replacement must be done without the adversary noticing.
Specifically, each secret value generated for private keys is replaced by a random value of the
same length, while ensuring that the corresponding public key remains consistent, i.e., the public
key is derived from these random values so that the signing process still appears valid. The
pseudo-signatures generated under this replacement continue to verify correctly for message
m, as the substituted values still satisfy the structural requirements of verification. Therefore,
the adversary cannot distinguish between GAME.1 and GAME.0, since pseudo-signatures are
computationally indistinguishable from real signatures, and the only difference lies in the use
of randomly substituted keys. The difference in the adversary’s success probability between
GAME.O and GAME.1 is given by

|Succoame.1 (A) — Succoame.o(A)| < InSec”™ ™™ (PRF; €, q1) (12)

where InSec?@PRF denotes the insecurity measure of the PRF, ¢ represents the adversary’s query
space, and q; is denotes the number of queries made by the adversary.

In GAME.2, we replace the message-hash PRFse with a truly random function. After
a message m is processed by PRFp., a random value is obtained and used to generate the
signature, ensuring consistency with previously derived private keys. The pseudo-signatures are
constructed based on these random hash values but are structurally identical to real signatures,
so the verification algorithm continues to accept them. Since the outputs of PRFyns; were
already replaced by random values in GAME.1, the adversary cannot distinguish these pseudo-
signatures by repeated queries, because they are completely consistent with the real signatures.
The difference in success probability between GAME.1 and GAME.2 is

|Succgame.2(A) — Succoame.1(A)| < InSecPQ‘PRF(PRFmsg; £, qs) (13)

where InSec’ @R

queries.

represents the insecurity measure of PRF s, and g is the number of message

In GAME 3, the adversary cannot directly find a second preimage of a valid signature and
instead tries to exploit weaknesses in the signature structure to forge one. Specifically, it attempts
to infer the internal structure of the hash function from legitimate signatures obtained via the
signing oracle, and then generate a valid forgery. Here, all keys used in signature generation
are randomized. This means the signing process depends not only on random keys but also
on random structural components, making it infeasible for the adversary to reproduce it. The
pseudo-signatures at this stage are randomized in each component by adding additional random
values, which obfuscate their internal structure and prevent inference of the signing process.
The forgery at this stage mainly depends on forging the structure of the signature itself so that
the forged signature passes verification. If the adversary can distinguish these pseudo-signatures
from genuine ones, the key randomization has failed. Ideally, however, pseudo-signatures
remain indistinguishable. Therefore, the difference in success probability between GAME.3
and GAME.2 is

|Succoame.3(A) — Succeame.2(A)| < InS€CPQ_ITSR(Hmsg§ £,qs) (14)

where InSec? TSR

In GAME 4, unlike GAME.3, the adversary’s goal is to find a second preimage with the
same structure as a known signature thus forging a new message-signature pair that can pass

represents the resistance measure of the hash function Hpsg.
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the verification process. By replacing the hash function with an ideal random function Oracle
and introducing random perturbations during signature generation, it becomes hard for the
adversary to find a second preimage. Specifically, a random value r is combined with the
message m to generate a pseudo-secret value, which is then hashed to generate the signature,
while maintaining consistency with the public key. Ensuring that the pseudo-signature passes
both hash and commitment verification prevents the adversary from identifying the forgery.
Although the adversary may attempt to exploit the tree construction to infer the private key, the
anti-collision (TCR) and anti-collision of the tree structure ensure that such attacks are difficult to
succeed. Difference in the success probability of opponents between GAME.3 and GAME 4 is

|SMCCGAME,4(.A) - SMCCGAME,Q}(.A)‘ S II’LSECPQ_SM_TCR( Th; f, QQ) (15)

where InSecPOSMTCR

represents the anti-collision measure of the tweakable hash function Th.
Finally, the probability that the adversary successfully forges a signature in the whole
signature system can be expressed by the following equation, which combines the security of

multiple anti-collision and anti-second preimage attacks:
Succeame.a < 3 - InSecPQ’SM’TCR(F; &,q3) + InSecPQ’SM’DSPR(F; £, q3) (16)

This shows that, in an ideal security environment, the probability that an adversary can
successfully forge a signature is strictly limited.

By gradually transforming the game and designing an effective pseudo-signature scheme,
the adversary cannot distinguish whether the signature in the game comes from the real signing
process. The security of EQAS is based on the above-mentioned hash algorithms. For example,
in the process of proof and commitment generation, the security of this stage mainly depends
on Th, F', PRF, and Hyss, while the verification of commitments mainly depends on F' and
PRD. Therefore, the security of this scheme is guaranteed by these hash functions. Through the
proof of theorems, we know that the digital signature scheme based on these hash functions is
quantum secure. Therefore, this scheme can resist quantum attacks and has quantum security.

6 Experimental Analysis

When designing the EQAS scheme, the trade-off between security and efficiency is the key
consideration. The security of the system mainly depends on the selection of security parameters
in the hash-based signature scheme, while efficiency involves the optimization of computation,
storage, and communication. Next, we explain how to choose appropriate parameters for the
experiment, followed by theoretical and performance analyses of the scheme.

6.1 Parameter selection

The security of a hash-based signature directly depends on the output length of the hash
function, which determines the security level against quantum attacks. However, although
choosing a larger hash output length improves security, it inevitably increases the size of the
signature and the computational cost of generation and verification. To reduce the signature
length while maintaining security, we introduce the Winternitz parameter w, and reduce the
number of hash chains in the signature by increasing the value of w. This can accelerate the
speed of signature generation and verification, but it will also make the signature slightly larger,
leading to higher communication and storage costs. In addition, a larger Winternitz parameter
may reduce the security of the signature to some extent. Therefore, under different security
requirements, the value of w and the output length of the hash function are adjusted to balance
the relationship between signature size and computational complexity. DFORC is designed to
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maximize the storage and authentication efficiency of the system without compromising security.
The height  and number of layers d of the tree directly affect storage efficiency. By setting
reasonable ~ and d values, we ensure that only a few path nodes need to be updated during
the authentication process, which greatly reduces storage read and write overhead. However,
although a higher tree height reduces the hash chain length required for updates, it increases the
verification path length in each authentication. To strike a balance between reducing storage
overhead and accelerating verification, we dynamically adjust the number of layers in the
hypertree structure to ensure system efficiency. In addition, DFORC needs to balance the
trade-off between authentication speed and storage overhead in its design. By reducing the
height of the Merkle tree, we reduce the number of nodes that need to be traversed each time,
thus improving authentication speed. However, this also means that more storage space is
needed to accommodate additional nodes. Therefore, we adopt a multi-layer structure, where
the tree height of each layer is moderate, which not only optimizes authentication speed but also
keeps storage overhead within a reasonable range. A lower tree height reduces computational
complexity along the authentication path, but the multi-layer design increases implementation
complexity. Parameters k and ¢ determine the performance and security of DFORC. In DFORC,
the number of leaf nodes of a tree must be a power of 2, and k can be freely chosen. Smaller ¢
values usually lead to smaller and faster signatures. However, for a given security level, a smaller
t requires a larger k, which increases the signature size and slows down signing speed. Therefore,
it is very important to balance these two parameters. The message digest length md is the output
length of Hi,e, measured in bytes, and equals (klogt+7)/8+ (h—h/d+7)/8+ (h/d+T)/8
bytes. The number of hash chains in the BW key pair determines the size of the BW signature.

Some parameter settings of EQAS are shown in Table 2 (the unit of proof size is bit).
Importantly, the parameter set proposed in this paper is not obtained simply by searching for
the smallest or fastest option in the output. For the 256-bit security level, the signature size
is about 15 KB. However, the computation of a single signature takes more than 20 minutes.
Although such a trade-off may be attractive for some specific applications, many applications
are unlikely to accept such long signing times. In contrast, the parameter set proposed in
this paper is considered non-extreme, meaning that in our implementation, the signing time
does not exceed a few seconds. Therefore, the SHA2-128f-simple algorithm is adopted in
this paper to implement our scheme, which uses SHA-256 with 128-bit security, employs fast
parameters (faster computation, larger signature size), and has a simple form (that is, no bitmask
is used during hashing). Based on the above settings, we implement EQAS using the Python
programming language.

Table 2 Parameter settings of EQAS
n h d logt k w w'  Proof size (bit)

128 66 22 7 23 13 2 17,088
128 64 8 13 11 32 2 7,856
192 66 22 7 37 15 2 35,664
192 64 8 12 19 38 2 16,224
256 64 16 8 48 16 2 49,856
256 63 9 12 27 46 2 29,792

6.2 Theoretical analysis

This section outlines the number of hash function calls required for each operation. Since it
can be ignored when estimating speed, we omit the single call to Hms, and the use of PRF s, for
generating commitments and signatures. Table 3 summarizes the number of calls to F', H, PRF,
and Thy. The sizes of the private key and public key, as well as the signature and authentication
path, can be inferred from the algorithmic process (Table 4).



Zhang C, et al. Quantum-resistant and Efficient Blockchain Authentication Storage Scheme 487

Table 3 Number of calls to F', H, PRF, and Thy,

Step F H PRF Thy,
Key generation oh/dyl + ktw’ oh/d _ 1 oh/d] oh/d
Commitment generation kt kE(t—1) kt d(2h/d)
Authentication path d(2h/ 4wl d@2h/d —1)  d2h/4)1
Authentication k 4+ dwl klogt+ h — d

Table 4 Storage sizes of keys, signatures, and authentication paths

Parameter Size
Private key in
Public key 2n
Signature nk (logt + 1)

Authenticationpath  n(h+dl + 1)

6.3 Performance analysis

6.3.1 Experimental setup and indicators

The EQAS framework is used to address the security problem of blockchain authenticated
storage. To better demonstrate the performance of EQAS, we conduct experiments to show the
running time of key algorithms. All operations are carried out on a notebook computer with
an Intel® Core™ i5-8300H CPU, NVIDIA GeForce GTX 1050 GPU, and 8 GB memory. The
operating system is 64-bit Windows 10, and the Python compiler is Visual Studio Code. EQAS
uses RocksDB™! as the backend key-value database. The security parameter is 128 bits, with
w =16, k = 33,t = 64, and w’ = 2. In addition, we test the proposed EQAS scheme on the
Fisco blockchain platform, deploying it locally through FISCO BCOS technical documentation
and deploying smart contracts on the platform for transactions.

When evaluating the time cost of EQAS, the total number of transactions 7", the number
of light nodes U, and the number of queries q are three key variables. The total number of
transactions directly affects the size of the blockchain ledger and the amount of data that full
nodes need to process. As the number of transactions increases, full nodes must perform more
transaction verification, ledger updates, and block construction, which leads to more computation
and storage operations, thus increasing the time overhead. The increase in the number of light
nodes means that more network participants need to obtain data and proofs from full nodes. Each
light node’s query request requires the full node to respond, including data retrieval and proof
generation, which may cause additional computational and network communication burdens on
the full node, especially under high concurrency, which may lead to increased response delay.
The number of queries refers to the frequency at which light nodes request data verification
from full nodes. Frequent queries cause the full node to continuously retrieve data and generate
proofs, which not only increases the computational load of the full node but may also affect the
performance of the storage system because of the increased I/O operations. Under high query
load, the time overhead of authenticated storage increases significantly.

The performance of each authenticated storage scheme is evaluated based on proof
generation time and verification time. The authenticated storage schemes used for comparison
are as follows:

(1) SPHINCS™!"!: this is a stateless hash-based signature framework, which has significant
advantages over traditional technologies in terms of speed, signature size, and security.

(2) LVMTM: this is a novel blockchain storage structure, which aims to improve the
performance of blockchain systems by reducing the number of disk I/O operations.
LVMT significantly reduces the amplification effect of read/write operations by using
multi-level authenticated multi-point evaluation trees and a series of append-only Merkle
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trees.
(3) EQAS: refer to Section 4 for a detailed description.

6.3.2  Experimental results

Figure 6 shows the influence of fixed query number ¢ = 100 on each key process of
authenticated storage when the total number of transactions is fixed in the range of 1,000 to 4,000.
Figure 6(a) shows that with the increase in total transaction number, the proof generation time of
EQAS is clearly better than that of SPHINCS™' and LVMT. Especially when the total transaction
number reaches 4,000, the generation time of LVMT is close to 60 seconds, while EQAS remains
at a low level. Figure 6(b) shows that EQAS is also significantly superior to the other schemes in
verification time. With the increase in total transaction number, the verification time of EQAS
increases slowly, while that of SPHINCS™ and LVMT rises significantly. Figure 6(c) shows
the influence of different transaction numbers on the time overhead of authenticated storage
under a fixed number of queries, where EQAS exhibits the slowest growth rate in total time
overhead, further confirming its efficiency in high-transaction-number scenarios. Overall, there
is a positive correlation between time overhead and total transaction number, because as the
number of queries increases, full nodes must handle more requests, which may increase CPU
and memory utilization and the frequency of I/O operations, thus increasing the overall time
overhead.
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Figure 6 Influence of the total transaction number on the time overhead of authenticated storage
under a fixed number of queries
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Figure 7 shows the change of signature generation time under different numbers of light

nodes (U = 100, 200, 300, 400) with fixed query number ¢ = 100.
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Figure 7 Influence of the number of light nodes on the time overhead of authenticated storage
under a fixed number of queries

Figure 7(a) shows the proof generation time under different numbers of light nodes. EQAS
shows extremely low generation time as the number of light nodes increases, which is clearly
better than SPHINCS™ and LVMT. Especially when the number of light nodes reaches 400,
the generation time of LVMT increases greatly, while EQAS is almost unaffected. Figure 7(b)
shows the change of verification time. With the increase of light nodes, the verification time of
EQAS grows very slowly and always remains low, while the verification time of SPHINCS* and
LVMT shows a significant upward trend. Figure 7(c) reflects the influence of the number of light
nodes on the total time overhead under a fixed number of queries. EQAS maintains the smallest
total time overhead as light nodes increase, further confirming its efficiency in multi-light-node
scenarios. Overall, there is a positive correlation between time overhead and the number of light
nodes, because as light nodes increase, full nodes need to generate more proofs to respond to
more queries, which increases computational and network communication load, thus increasing
time overhead.

Figure 8 shows the influence on signature generation time under different query numbers
(g = 100, 200, 300, 400) and total transaction number 7" = 1000. Figure 8(a) shows the proof
generation time under different query numbers. As the query number increases, the generation
time of EQAS remains at a low level, which is significantly better than SPHINCS™' and LVMT.
Especially when the number of queries reaches 2,000, the generation time of LVMT increases
sharply, while the growth trend of EQAS is relatively flat. Figure 8(b) shows the change
in verification time. As the query number increases, EQAS always keeps ahead in verification
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time, showing only a slight increase, while SPHINCS™ and LVMT show a more obvious upward
trend. Figure 8(c) reflects the influence of query number on total time overhead under different
total transaction numbers. The total time overhead of EQAS remains clearly lower than the other
two schemes as query number increases, showing its high efficiency in high-query-frequency
scenarios. In general, as the query number increases, time overhead also rises. This is because
as query frequency grows, full nodes must process more requests, increasing computational
and I/O load, which may lead to longer response times. In addition, under higher transaction
numbers, the ledger data size becomes larger, and each query may need to retrieve and process
more information, increasing both complexity and time required per query.
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Figure 8 Influence of the number of queries on the time overhead of authenticated storage
under a fixed total transaction number

Figure 9 shows the influence of fixed query number ¢ = 100 on signature generation
time under different numbers of light nodes (U = 100, 200, 300, 400). Figure 9(a) shows
the proof generation time under different query numbers. As the number of queries increases,
the generation time of EQAS remains at a low level, while the generation time of SPHINCS™
and LVMT increases significantly with more queries. Especially when the number of queries
in LVMT reaches 2,000, the generation time rises sharply and is clearly higher than that of
EQAS. Figure 9(b) shows the change in verification time. EQAS maintains low verification
time under different query numbers, showing clear advantages compared with SPHINCS™ and
LVMT. Figure 9(c) shows the total time overhead. The total time overhead of EQAS increases
slowly under different query numbers and always remains lower than that of the other two
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schemes, demonstrating its high efficiency in high-query-frequency scenarios. As the number
of light nodes increases, each query may need to obtain more data from full nodes. In addition,
under a higher number of light nodes, full nodes may need to process more query requests
simultaneously. Therefore, the time overhead is proportional to both the number of queries and
the number of light nodes.
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Figure 9 Influence of the number of queries on the time overhead of authenticated storage
under a fixed number of light nodes

To sum up, the total authenticated storage time overhead of the EQAS scheme proposed in
this paper averages about 40 seconds. However, in Ethereum, transactions usually need to wait
for about 12 blocks to be confirmed, and the interval between each block is about 15 s, totaling
about 180 s. It can be seen that the time overhead of the EQAS scheme is relatively small.

7 Conclusion

We proposed an efficient and quantum-resistant blockchain authenticated storage scheme
in this paper, termed EQAS, to address the security threats posed by quantum computing to
authenticated storage technology. By introducing stateless hash-based signature technology
into the blockchain authenticated storage system, this method effectively enhances the system’s
quantum resistance. Specifically, we applied stateless hash-based signatures to blockchain
authenticated storage for the first time and achieved efficient data authentication by decoupling
the data storage and authentication processes, utilizing FORC and hypertree structures. Security
analysis and experimental results showed that EQAS can resist quantum attacks and provides
an efficient authenticated storage process, offering a secure and high-performance solution for
blockchain technology.
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Future research can be conducted in the following directions. First, regarding the relatively
large signature length of EQAS, further optimization of hash-based signature schemes can
be explored to reduce storage and communication costs. Second, with the development of
blockchain technology, the scalability and operability of the system are crucial. Future work
can investigate how to apply quantum-resistant authenticated storage technology in multi-chain
or even cross-chain environments to ensure the security of cross-chain transactions. Finally,
with the rapid advancement of distributed computing and privacy-preserving technologies, it is
worth exploring how to achieve more efficient data sharing and verification mechanisms while
maintaining quantum-resistant security. This will be an important direction for further research.
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